YTBEP>XXIEHBI
npukazom @CTIK Poccun
ot «11» ampesnsa 2025 . Ne 117

TpeboBaunsa
0 3amuTe MHGopManyu, cofepiKaIiencs B rocyaapcTBeHHbIX MH(OPMAIMOHHBIX
CHCTeMaX, MHBIX MHPOPMALMOHHBIX CUCTEMaX roCyJapCTBEHHbIX OPraHoB,
roCyJapCTBEHHbIX YHUTAPHBIX MPEINPUATINA, FOCYAaPCTBEHHbBIX YUPeKIeHMI

I. O61Me nos1I0KeHus

1. TpeboBanust o 3aimre MHOOpPMALMM, COAEPIKAILENCS B TOCYIAapCTBEHHBIX
MHGOPMALMOHHBIX CHCTEMaX, MHbIX MHOOPMALMOHHBIX CUCTEMAaX TI'OCYHApPCTBEHHBIX
OPraHOB, IOCYIapPCTBEHHBIX YHUTAPHBIX MPEINPUSTUNA, TOCYAAPCTBEHHBIX YUPEKIEHNUN
(manee — TpeboBaums), TIPUMEHSIIOTCS ILJISE obecrneueHmst 3aILIUThI
(HekpuIrTorpaduIeCcKUMm METOHAMM ) mMHbOopMaInm, MIpeIOTBPALeHNS
HECAaHKLMOHMPOBAHHOIO MAOCTyIa K MHGOpMAaluy, CHeUMaIbHbIX BO3HEUCTBUIM Ha
mHpopmauuio (Hocutesm uHOpMAIMK) B ILeJSIX €e HOOObIBaHMS, YHUUYTOXKEHMS,
MCKasKeHMsI, 6GJIOKMPOBAHMS IOCTYIIa K mHpopmanumu, conepsKaIencs
B GyHKUMOHMpYIOIIMX Ha Tepputopumu Poccuiickon @epepaiiyiv rocyaapCTBEHHbBIX
MHGOPMAIIMOHHBIX CUCTEeMax, MHbIX MHGOPMAILMOHHBIX CUCTEMaX TOCYIapCTBEHHbBIX
OpraHOB, I'OCYIaPCTBEHHBIX YHUTAPHBIX MPEINPUSTUMA, TOCYAAPCTBEHHBIX YUpPEsKIEeHUN
(masee COOTBETCTBEHHO — 3allmTa MHOOpMaLy, MHOOPMAaILIMOHHbIE CUCTEMBI).

2. B cnyuae mepemauM U3 TOCYOApCTBEHHOM MHGOPMAIMOHHOM CUCTEMbI
MHboOpMaLUK, MOCTYNl K KOTOPOJ OrpaHMuUeH B COOTBETCTBUM C 3aKOHOAATEIbCTBOM
Poccuiickonn  @epeparumu  (masiee  —  mHOOpMALMSI OrPaHMYEHHOrO AOCTYIIA),
MHboOpMalMOHHAs CHUCTeMa, B KOTOPYIO IiepemaeTcs MHbOpMalus OTpaHMYEHHOTO
OOCTyIla, MJOJ/DKHA COOTBETCTBOBATh TpeOOBaHMSAM O  3aiiure MHOOpMAIUN,
YCTAaHOBJIGHHBIM B COOTBETCTBMM C 4acThi0o 5 cratbu 16 DemepanbHOro 3akoHa
ot 27 wmiona 2006 r. Ne 149-03 «O6 umHbpopmanny, MHGOPMALMOHHBIX TEXHOJIOTMSIX
u o sammre mHbopmauym»'. CocTaB nepemaBaeMoil MH(GOpPMalyy OrpaHUMYEHHOIO
IOCTYIIa, IIeJIY ee 3allUThl ¥ YPOBEHbD 3allMILEHHOCT! B COOTBETCTBUM C TpeGoBaHMSIMM
IOJIKHBbI YCTaHaBIMBATbCS oOJiamaTesieM MHGOpMalLMM, 3aKa3uMKOM, 3aK/IIOUMBILNM
KOHTPaKT Ha co3faHue MHMOPMAIMOHHBIX CHUCTEM, OIlepaTOpoM MHGOPMAIMOHHbBIX
cucTteM (masee — orepaTtop (obsagatesnb MHGOpMaLUN).

"Yacrp 8! craren 14 ®depnepanbHoro 3akoHa ot 27 uiong 2006 r. Ne 149-03 «O6 uHbopmaimu, MHGOPMAIMOHHBIX
TEXHOJIOTYSIX ¥ O 3alUTe MHGOPMAI».
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3. B MyHuuunajibHbIX MHQPOPMALMOHHBIX CUCTeMaxX 3alluTa MHopMauumn
obecrnieuMBaeTcsi B COOTBETCTBMU C TpebOBaHMSIMMU, €CAM WMHOE He YCTAHOBJIEHO
3aKoHOmaTe bcTBoM Poccuiickon ®epeparyn.

4. IIpn o6paboTKke M xXpaHeHUM B MHMOpPMAIMOHHBIX CHUCTeMax MHMOpmalumu,
cozmepskallien CBeleHMs], COCTaBJISIIONIME TOCYIapCTBEHHYIO TailHy, €e 3alluTa JIOJKHA
obecrneuMBaThCsI B COOTBETCTBUM C TpPeOOBAHMUSIMM II0 TEXHMUYECKON 3alllUTe
mHOpMaLVH, cofepsKallieil CBefeHus], COCTABIISIOIIe FOCYAapCTBeHHYIO TalHy .

5. TIpu o6paboTrke B MHMOpMAIMOHHBIX CUCTEeMax MH(pOpMaLNM, COIepsKallen
MepcoHasibHble TaHHbIEe, NOIKHbI ITPUMEHSITbCST TpeboBaHMs K 3alllUTe MepCOHATbHBIX
IaHHBIX TIpM UX 06paboTKe B MHOOPMAIMOHHBIX CUCTEMAax MepCOHAJbHBIX NAHHBIX,
yTBepsKIeHHble TTocTaHoBeHMeM [IpaBuTenbcTBa Poccuiickon @enepaiivii ot 1 HOSIOpST
2012 r. Ne 1119, u TpeboBauus.

6. B ciayuae ecnu mHpOpMAaIMOHHAS CUCTEMA SIBJISETCS 3HAUMMbIM OOBEKTOM
KPUTUYECKOM MHGOpMAIMOHHOM MHApacTpyKTyphl Poccuiickon @epeparym, 3aimura
comepsKamiencss B Hel uHPOpMAalMM OO/DKHA 00ecreunBaTbCsl B COOTBETCTBUMU
C HOPMATUBHBIMM IIPaBOBBIMM aKTaMM, MPUHSITBIMM Ha OCHOBaHMU CTaTbu 6
®enepanbHoro 3akoHa ot 26 urojsg 2017 r. Ne 187-®3 «O 6e301macHOCTM KPUTUUECKON
MHbopMauoHHOM MHPpacTpyKTypbl Poccuiickon @epepauym», u TpeboBaHMSIMIA.

7.B caydae wmCHONMb30BaHMS IS 3aIIUTHI  MHGOpPMAIMM, COAEPsKaIleincs
B MH(MOPMAIMOHHBIX CUCTEMAaX, MMIMGPOBAIbHBIX (KpUIITOrpapuueckux) CpencTs
3alIUThl MHGOpPMALMM TOJDKHBI IPUMEHSITbCS TpeboBaHMSI O 3alluTe MHGOpMaINM,
ycraHosienHble @CB Poccun B cooTBeTCTBUM C 4YacTbio 5 cratbu 16 demepaabHOro
3akoHa oT 27 wmrons 2006 r. Ne 149-03 «0O6 wunHbOpmainy, uHGOPMALIMOHHbIX
TeXHOJIOTMSIX U O 3a1uTe uHpopMauyu», u TpeboBaHMsI.

8. OyHKUMOHMpPOBaHWEe MHGOPMAIMOHHBIX CHUCTeM Ha 0Oase uH(pOPMAaIMOHHO-
TEJIEKOMMYHMKALMOHHOW MHQPPACTPYKTYPhI® OOMYCKAETCSI TIPM YCJIOBUM  3aIUThI
MHGOPMALMIOHHO-TEJIEKOMMYHMKALIMOHHON ~ MHAPACTPYKTyphl B COOTBETCTBUM
¢ TpeboBauusMM.

9. Oneparop (obsamartenr wuHOpMaIMK) HOODKEH ObOecreunBaTh 3allUATY
mHbopMaLuy COOTBeTCTBUM ¢ TpeboBaHMSIMM Ha BCEX CTamusX (3Tarmax) o6paboTKu U
XpaHeHMs1 MHGOpMaIuM, CO3MaHMSI M pasBuUTHMS (MOAEpPHM3ALMM), SKCIUTyaTaluuu u
BbIBOZA M3 OSKCIUTyaTalMy UHMOPMAIIMOHHBIX CUCTEM B pamMKax (QYHKIMNA,
BBITIOJIHSIEMbBIX MMM B COOTBeTCTBUM C DenmepanbHbIM 3aKoHOM OT 27 utons 2007 r.
Ne 149-®3 «O6 wuHpopmauyy, MHPOPMALUMOHHBIX TEXHOJOTUSIX U O 3alluTe
uHGOpMaLMM».

? Mopnyukr 9' nynkra 8 Ilomoxkenus o @egepasbHON CIyk6e MO TEXHUYECKOMY M 3KCIIOPTHOMY KOHTPOJIIO,
yTBepkaeHHoro Ykasom Ipesumenra Poccuiickont @eneparym ot 16 asrycra 2004 r. Ne 1085 (manee — ITososkenne o
®OCTOK Poccun).

Z’l'IyHKT 3 Tlonoskenus 06 yuere WT-aKTMBOB, MCIOJb3YEMbIX IJISI OCYILIECTBJEHMUSI OeSITeJIbHOCTM IO LG POBOI
TpaHchoOpMalyy CUCTEMBI TOCYIAapCTBEHHOrO (MYHMIIMIIAJIBHOIO) VIIPAaBJIEHMSI, YTBEPKIEHHOTO IIOCTAaHOBJIEHMEM
IIpaButenbctBa Poccuiickoit @epepanyy ot 1 urosst 2024 r. Ne 900.
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10. Onepatop (obnazatens WHPOpPMAIMKM) [JO/DKeH oOecrieurdBaTh —3allUTy
vH(opMaluu, 06pabaTbIBaeMyI0 B MH(POPMAIIMIOHHBIX CUCTEMAX, B IEJISX:

a) HemomyIllleHnsT  (CHIDKEHMSI  BO3MOSKHOCTM)  HACTYIIJIEHMSI ~ HEraTUMBHBIX
MOC/IenCTBUM  (COOBITMII) OT HApyIIeHWsI KOH(GUIEHIMAJbHOCTH, II€JIOCTHOCTH,
IOOCTYITHOCTM MH(pOpMalum (Iajiee — HapyllleHne 6e30macHOCT MH(popmMaIinmn);

6) HegonyImieHusT  (CHMKEHMST ~ BO3MOXXHOCTM)  HACTYIIEHMSI  HEraTUMBHBIX
MoCenCTBUM (COOBITUMIA) OT HapylleHus (QYHKUMOHMPOBAHMUSI MHGOPMALVMOHHBIX
CUCTEM BCJIE[ICTBME peasm3aiy (BOSHMKHOBEHMS) YTpo3 6e3011acHOCTY MHGOPMAaIVN.

11. OmnepaTop (obsazaTesib WHGOpPMAlLUKA) AO/DKEH OMpeeNuTh I[N 3allUuThl
vHpOpMalluM B 3aBUCMMOCTH OT OXXHMJAeMbIX pe3y/JbTaTOB OT TPOBeAeHUs
MepONpPUSITUA U TIPUHATUS Mep TI0 3aiiuTe WH(opMaluu. HeraTvBHBIE MOC/Ie/ICTBUS
(cobnITHsI) ompeenstoTcss orepaTopoMm (obnamaresieM HWHGOpPMAalMM) HAa OCHOBE
nHbOopMaIH, cozepskaileiicsi B OaHke JaHHBIX yrpo3 6e30rmacHOCTH HWHGMOPMAaLUH
®CTIK Poccun’. TlocpeacTBOM  BBINOJHEHMs — orepatopoM  (obsajarenem
vHbOpMaIMK) 3a7au 3alUThl HHGOPMAI[UU AO/DKHbBI OBITh JOCTUTHYTHI I1e/TA 3all[UThI
VMH(OpMaL1K.

12. TpeboBanusi He PACIPOCTPAHSIOTCS Ha MHGOPMALUMOHHBIE CUCTEMBI
Anvunaucrpaumy  Ilpesupgenta  Poccumiickont  ®Demepanmm, ammapara  CoBerta
besonacHoct Poccuiickonn @epepauny, @DemepanpbHoro Cobpanus Poccuiickoin
®enepannu, Anmnapara IIpaButenbctBa Poccuiickon @enepaiiny, KOHCTUTYIIMOHHOTO
Cyna Poccuitckon @enepatinu, BepxosHoro Cynma Poccuiickoin @enepalinm, a Takske Ha
MHOpMAlLIMOHHbIE  CUCTEMbI  TOCYJAPCTBEHHBIX  OPraHOB,  OCYIIECTBJISIONINX
pa3BelbIBaTEIbHYI0O ¥ KOHTpPpa3BeAbIBaTEIbHYIO IeATeIbHOCTb, WH(MOPMaIMOHHbIE
CUCTEMBI, OOecreuMBalollye YIIpaBJeHMe BOOPYKEHMEM, BOEHHOM U CIIeIMaTbHOM
TEXHUKOMN.

I1. Opranusanus aesTeIbHOCTH 110 3anIuTe MHPOpMaAITK
U yIIpaBJIeHue JaHHOM e TeIbHOCTbIO

13. Oneparop  (obsamatenb  uMHGOpPMalUMM)  IO/KEH  OpPraHM30BbIBATH
oesITeIbHOCTh IO 3ammTe MHGOpPMaUMM M YIPaBJISITh €0 B COOTBETCTBUM
¢ TpeboBauusmu.

14. Opraumsanuus AesITeIbHOCTY T10 3aluTe MHOOpMAaIMK TOJKHA BKIIOUYATD:

a) pa3paboTKy ¥ YTBepsKAeHMe MOJUTUKM 3allUThl MHDOpMAaIMM, ComepsKalliein B
TOM YMCJIE:

06/1aCTh ~ JTEMCTBUS MTOJINTUKH, BKJIIOUasl  TepeueHb  MHOOpMAaLVH,
MHGOPMALMOHHBIX CHCTEM, KOMIIOHEHTOB MH(OPMALMOHHO-TEJIEKOMMYHUKAIIMOHHON
MHPPACTPYKTYPbI, MOAJIEKAIIMX 3aIIUTE B COOTBETCTBUM C TpeboBaHMUSIMY;

4 [TopmynkT 21 mynkTa 8 [Nonoxkenust o DCTIK Poccun.
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LIeJIM M 3aauy 3alUThl MHPOpMAaIINN;

MIPUHIIATIBI 3aIMUThI MH(POPMAaLN;

IIepevyHy 0OBEKTOB 3aIllUThI, BKJIIOUAs IIPOrpaMMHbIE, ITPOrPAMMHO-aIIapaTHbIe
cpencTBa, MH(POPMAIMOHHbIE  CHUCTEMbI, CEeTM U  IIOACETH, OOpasylolye
MH(GOPMALMIOHHO-TEJIEKOMMYHUKALUMOHHYIO MHDPACTPYKTYPY;

KaTeropmum JIMl, YYaCTBYIOIIMX B 3aliuTe WHAOpMALUM, UX OOSI3aHHOCTU
(byHKIMM) U TOJTHOMOYMST;

COCTaB OPraHM3AIMOHHOM CUCTEMbI YIIPaBJIEHUS OEeATeJbHOCTbIO IO 3aIlyUTe
MHGbOpMaIlUKM U CXEMY B3aMMO/IENICTBMS ee 3JIEMEHTOB;

OTBETCTBEHHOCTb PAabOTHMKOB 3a HapyllleHMe TpeboBaHMII O  3alluTe
MHboOpMalMM ¥ YCTAHOBJIEHHBIX oOIlepaTopoM (ob6jamaTteneM MHGbOpMAIMKM) ITPaBUII
00paboTKM MHGPOPMALINH;

6) ompemesieHe JINIl, OTBETCTBEHHBIX 3a 3aIUTY MH(POPMaLN;

B) MIpUMEHEHMe IIPOrPaMMHBIX, MIPOrpaMMHO-aIIapaTHbIX CpencTB,
IpeJHa3HAYeHHbIX OIS 3alIUThl MHQOpPMAaLNM;

T) pa3paboTKy u yTBepXKIeHue BHYTPEHHUX CTaHJapTOB
10 3alyTe UH(POPMaLMH, COAEPKAILUX B TOM UHUCJIe:

TpeOOBaHMSI K IIePBUYHON UAEHTUGUKALIUN JIUI, 00JIaJarolyX IpaBaMu AOCTYIIa
K MH(OpPMAaIMOHHBIM CUCTEMaM M (MJIM) COIepsKallleincss B HUX MHOOpMAIUMU U UX
MCIIOJIb30BAaHMIO (JIajiee — TOJIb30BaTeIN);

TpeboBaHMsI K IIPUMEHSIEMbIM MOJIEJISIM JOCTYIIa MT0JIb30BaTeIen;

repedyeHb paspelieHHOro ¥ (MaM) 3allpelieHHOTrO MJis  MCIIOJIb30BaHUS
IIPOrpaMMHOI0 0OecIieueHusI;

TpeOOBaHMSI K TUIIOBBIM KOHGUTypalusM M HACTpPOMKaM IIPOrpaMMHBIX,
IIPOrpaMMHO-anIapaTHbIX CPEJICTB;

TpeboOBaHMsI K KOHGPUrypanyusM M HACTPOMKAM IHPOrPaMMHBIX, ITPOTrPaMMHO-
armapaTHbIX CPENCTB, IIpegHAa3HAYEHHbIX AJIS1 0OecIieueHns: JOCTYIIA I10JIb30BaTeIen U3
MHQOPMALMOHHBIX CHUCTEM K  MH(POPMAIMOHHO-TEJIEKOMMYHUKAIIMOHHOM  CEeTU
«HTepHeT» (manee — cetb «VIHTepHET»);

TpeOOBaHMsI K KOHQPUIYypanusM M HACTPOMKaM HPOrPaMMHBIX, ITPOrpaMMHO-
almapaTHbIX CpEeNCTB, IIpeJHa3sHAueHHbIX IS obecrieueHus] YIOaJ€HHOrO IOCTyIIa
II0JIb30BaTe/Iel K MH(POPMALMOHHBIM CUCTEMaM U COAEepsKallieics B HUX MHpOpMalu,
BKJIIOUast TpeboBaHMs K obecrieueHnt0 6€30MacHOM AMCTaHIIMOHHON PabOoThI;

OrpaHMYeHMS] M 3ampeTbl AeMCTBUM [OJjIs1 IOJIb30BaTesiel MpU MCIOJIb30BaHUU
1 obecrieueHMM IKCILTyaTaluy MMy MHGOPMAIIMOHHBIX CUCTEM;

TpeboBaHMsI K  3ammTe  GU3NYECKUX UM BUPTYWIbHBIX  YCTPOMCTB
MHGOPMALMOHHBIX CUCTEM, MMEIOIIMX IIOCTOSIHHBIM HOCTYyn K ceTtu «HVHTepHeT»
(masee — KOHEUHbIE YCTPOIICTBA);

TpeGOBaHMSI K 3alllTe MOOWIbHBIX YCTPOMCTB, IUIAHIIIETHBIX, IT€PEHOCHBIX
KOMITbIOTEPOB, IPUMEHSIEMBIX I10JIb30BATE&ISIMM [IJII OOCTYNMa K WMH(MOPMALVOHHBIM
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cucTeMaM (3a MCK/IIOYEHMEM MOOWJIBHBIX YCTPOMCTB, IIpeIHA3HAUEHHbIX IJISI TOCTYIIa
K caitam cetu «VIHTepHeT» ¥ MHbIM ITyOJIMYHBIM BeO-pecypcaMm) (ajiee — MOOMUJIbHbBIE
YCTpOMCTBA);

TpeOOBaHMSI K HEIPEPBIBHOCTY (YHKIMOHMPOBAHMS MH(POPMALIMOHHBIX CUCTEM;

TpeOOBaHMSI K pPe3epBHOMY KOIMPOBAHMIO MH(POpPMAIMUM, IIPOrPaMMHOIO
obecrieueHNs1 1 ero KOHQUrypauuis;

TpeGOBaHUSI K COOpYy, perucTpaluMu ¥ aHaJIU3y COOBITHM, CBSI3AaHHBIX
C  BO3MOXHBIM  HapylleHuMeM  0Oe30macHOCTM  MHboOpMaluu,  HapylIleHUeM
dbyHKIMOHMpPOBaHMS MHGOPMAIIMOHHBIX CUCTEM, pean3aliMell yrpo3 6e30macHOCTU
nHbopmauum (gasee — coOObITHS O€30MaCHOCTH);

TpeboBaHMsI K 3aiuuTe MHPOpMAUMM MPU IMOIKIIOYEHUM K MHOOPMAIMIOHHBIM
cUcTeMaM MHbIX MHGOPMAIMOHHBIX CUMCTEM, BKJIIOUasi TpeOOBaHMS K KaHa/IaM Iepenaun
IaHHBIX IIPU B3aMMOMAENCTBUM C TAaKMMM MHGOPMAIIMOHHBIMY CUCTEMAMU;

m) pa3paboTKy ¥ yTBep)KAeHHe BHYTPEHHUX perJlaMeHTOB TIO  3alluTe
vH(opMaluH, cofiepsKall[ix B TOM UHCIIe:

MOPSITOK CO3[aHMs, y4eTa, U3MEeHeHMSI ¥ OJIOKMPOBaHMS, KOHTPOJIS, yIaJeHMsI
YUYEeTHBIX 3aIlMCel;

MOPSITOK CO3[aHMs, y4eTa, U3MeHEeHMUSI U OJIOKMPOBaHMS, KOHTPOJIS, yIaJeHNsI
IIPUBUJIETVIPOBAHHBIX YUETHBIX 3aIMCEl;

MOPSITOK  CO3[aHMsI, M3MeHeHMs], OJIOKMPOBAaHMSI, KOHTPOJSI, YIaJIeHUs
ayTeHTU(UKALMOHHON MHGOpMaluK U CPeICTB ayTeHTUMKaLN;

MTOPSIIOK MIpeIoCTaBIeHMS IIOJIb30BaTEJISIM yIaJIeHHOT'O IoCTyma
K MHQOPMAIIMOHHBIM CHMCTEMaM ¥ COJiepsKalleics B HuX nHpopMalyu;

MOPSIIOK U YCJIOBUSI TIPEIOCTaBJIeHMS PAOOTHMKAM IOAPSIAHBIX OpraHU3aIuii
IOCTyma K MHGOPMAaIMOHHBIM CHCTEeMaM, COAepKallencs B HuxX uHopmammm, u (Man)
nepegauu UM MHGOpPMALMM, KOHTPOJIS 3a TakKUMM OOCTYIIOM, Iepenadyeil B cCiydae
TIPUBJIEUEHMS TIOAPSIIHBIX OPraHM3alNiA;

MOPSIIOK IIPEJOCTaBJIeHMs] PaObOTHMKAM MHBIX TOCYJapCTBEHHBIX OPraHOB,
OopraHmsaiuii IOoCTyrna K WHOOPMAIMOHHBIM CUCTeMaM, COJepsKallleicss B HUX
mHbopmauyuy 1 (W) mepegauM MM MHGOpPMAIMM M KOHTPOJIS 32 TaKMMM TOCTYTIOM,
nepemaveir (B cayyae  MH(POPMAIMOHHOTO  B3aMMOJENCTBMSI C  MHBIMMU
roCyIapCTBEHHBIMM OpraHaMy, OPraHU3aIsIMN);

MOPSIOK MTPeAOCTaBIeHNS TIOJIb30BaTesIM AOCTYIIAa M3 MHGOPMAIIMOHHBIX CUCTEM
B ceThb «/IHTepHeT» ¥ KOHTPOJISI ee UCIIOJIb30BaHMS;

MTOPSIIOK TTOBBIIIEHNSI YPOBHS 3HaHUI U MHGOPMMUPOBAHHOCTU I0JIb30BaTesIeN T10
BOITPOCaM 3aIllUThl MHGQOpMAaLNN;

MIOPSIIOK BBISIBJIEHMSI, OLIEHKM M YCTPaHeHMSI YSI3BUMMOCTEM MH(POPMAIMOHHBIX
cucTeM (Iasee — yIpaBJieHue YSI3BUMOCTSIMN);



6

MOPSIIOK IIOJTyYeHMsI, OLIEHKM, TEeCTUPOBaHMS U IIPUMEHEHMUSI OOHOBJIEHUN
MIPOTPaMMHBIX,  MPOrpaMMHO-aIapaTHbIX CPeACTB  (majee  —  yIpaBJieHUe
OOHOBJIEHUSIMMN);

MOPSITOK O0OpabOTKM, XpaHeHMsI M obOpaiieHus ¢ MHopMaleil orpaHMYeHHOTO
IOCTYIIa;

MOPSIIOK obecrieueHnst GU3MUECKOM 3aIUThl MHGOPMALIMOHHBIX CUCTEM;

MOPSITOK pa3paboTKM 6Ge30MacHOro MpOorpaMMHOIO ObecIieueHus® B Cydae ero
CaMOCTOSITEJIbHOM pa3paboTKy orepaTopoM (obJamaTesieM MHbOpMaInn);

MOPSIOK BbIBO/IA B KOHTYP ITPOMBIIIJIEHHOM 3KCIUTyaTallMM CEPBUCOB, JOCTYI K
KOTOPBIM OCYIIECTBJISIETCS C MUCIIOJIb30BaHueM ceTu «VHTepHeT», B cilydyae HaIUuUs
TaKX CEPBUCOB;

MOPSIAOK MOHMTOPMHra MH(POPMALMOHHOM 6€e30MacHOCTN® MH(POPMaLMOHHBIX
CUCTEM;

MOPSIIOK BOCCTAHOBJIEHMSI IITATHOIO (YHKIMOHMPOBAHUS VH(POPMAIMOHHBIX
CUCTEM U TeCTMPOBAHMSI MTPOIIECCOB BOCCTAHOBJIEHMS;

MOPSITOK KOHTPOJISI YPOBHS 3allMIIEHHOCTM WHOOpMaIu, ComepsKallencs
B MH(POPMALIMOHHBIX CUCTEMAX;

e) BbiJleJIeHNe  OpPraHM3alMOHHbIX, TEXHUUECKUX WU  MHBIX  PEeCcypcoB,
HEeOOXOAVMBIX AJIS1 3aIUThI MH(pOpMaInn.

15. TIpu pa3paboTKe MOJUTUKM 3aIMAThI MHOOPMALIMM JOJIKHBI YUUTHIBATHCS BCE
mHbOpMallMOHHbIEe CUCTeMbl omepatopa (obsamaTtens wuHopmaluu), a Takxke
MHGOPMAaIMOHHO-TeJIEKOMMYHMKALMOHHAsT MHPPACTPYKTYypa, eciu MHpOpMalMOHHbIE
cucTeMbl  (PYHKIMOHMPYIOT Ha 06asze MHOOPMALMOHHO-TEJIEKOMMYHMUKALIMIOHHON
MHPpACTPYKTyphl. IlommuTuka 3ammTbl MHGOpPMAIUMKM YTBEPKIAETCS PYKOBOAMUTEIEM
omepatopa (oOsamaTesiss MHGOpPMAIMKM) WIM YIIOJJHOMOYEHHBIM PYKOBOAMUTEIEM
ormepatopa (obGjamaTesist MHGOpPMAIMKM) JUIOM (JIajee — OTBETCTBEHHOE JIUIO) U
ob6si3aTesibHA [IJIS1 MCIIOJTHEHMS BCeMM TMojpasgeneHussMu (paboTHMKaMM) orepaTopa
(obsamaTesiss MHGOpPMAIINUK) B YaCTH, MX KaCaAIOIIENCS.

16. Opranusanuy, KOTOPbIM IMPEAOCTaB/SIETCS OOCTYN K MHAOOPMalMOHHBIM
cucremaMm orepatopa (o6nagarens uHbopMaruu) M (MaM) copepKailencss B HUX
mHbopMauuyu [JisI OKa3aHMsl YCJIYT, IIpoBedeHMs] pabOT MO 0O6paboTKe, XpaHEHUIO
mHbopmalum, co3naunio (pasBUTHUIO), oOecIieueHIo dKCIUTyaTauuu MHGOPMAaIMOHHbIX
CUCTEM, a TaKyKe IJis1 BBITIOJHEHMSI paboT, OKaszaHMs YCAYT IO 3aliuTe uMHpopmaiyn
(manee — TOApSIAHbIE OpPraHM3alMK), HOJDKHBI OBITH O3HAKOMJIEHBI C TOJIUTUKOU
3aIIMUThI MHPOPMAIIMM B YACTHU, X KaCaIOIIencs.

5 ITyukr 3.2 HaumoHanbHOro crangapra Poccuiickoit @emepar 'OCT P 56939-2024 «3armra nudopmanymn. Paspaborka
6e30IacHOro mporpaMmmHoro obecrieuenus. O61Me TpeGoOBaHUSI», YTBEPKIEHHOTO M BBEJEHHOTO B JIENICTBME MPUKA30M
Poccranmapra ot 24 oktsiopst 2024 1. Ne 1504-ct (M., ®T'BY «PCT», 2024) (nanee — I'OCT P 56939-2024).

6 IIyukr 3.7 nHaumoHanbHoro cranmapra Poccuiickoit ®emepaumm I'OCT P 59547-2021 «3ammra uHbOpMaLumn.
MouuTtopuHr mMHbopMaloHHON 6e3omacHocTu. OOIlMe TMOJOXKEHUS», YTBEPKIEHHOIO ¥ BBEIEHHOTO B [ENCTBME
npukasom Poccrangapra ot 27 urosist 2021 r. Ne 656-ct (M., ®T'BY «PCT», 2021) (manee — I'OCT P 59547-2021).
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OO6s13aHHOCTDb TOAPSITHOM OpraHM3alyUyM IO BBIMOJHEHMIO TOJUTUKM 3allUAThI
MHbOpMalMM [O/DKHA OBITh OIpelesieHa B JOKyMEHTaxX orepaTtopa (obJamaTesis
nHbopmalum), Ha OCHOBAHMM KOTOPBIX B TOM UMCJe T[epefaercss MHpopMalus,
MIpeNoCTaB/IsIeTCs] MOCTYN K MHGOPMALMOHHBIM CUCTeMaM oliepatopa (obsiamaTens
mMHbopMaLM) UM comepsKallleicsl B Hux mHpopmaimmn.

17. 3amury mMHbOpMaLUM TOKEH OPraHM30BBIBATh PYKOBOIMUTEL OllepaTopa
(obnagarestst vH(GOpPMAIIMK) WM TI0 €r0 PelLIeHNI0 OTBETCTBEHHOE JINIIO.

18. O6s13anHOCTM  (QYHKUMM) WM TOJHOMOUMS OTBETCTBEHHOTO JIMIIA IO
opraHmsanuy [AesTeJIbHOCTM IO 3aluTe MHQOpMaluy, YIpaBJeHUIO 3alluTOn
MHboOpMaLMM, a TakXke IO OpraHM3aluy KOHTPOJIS 3a JaHHOM [eSTeJbHOCTbIO Y
oriepatopa (ob6samaTesnist MHGOpPMAIMKM) AO/KHBI ObITh BKIIOUEHBI B JOJIKHOCTHBIE
00s13aHHOCTM (TPyHOBble (GYHKIMM) OTBETCTBeHHOro Jmiia. CocTaB 06sSI3aHHOCTEN
(byHKLMI) M IIOJTHOMOYMM OTBETCTBEHHOI'O JIMIA [OO/DKEH OBIThb OOCTAaTOYEH [JIsT
opraHmsaiuy JesaTeJbHOCTM IO 3aiuuTe uHboOpMaluyM M YIOpaBAeHUS ITOM
IesITeTbHOCTBIO B COOTBETCTBMM C TpeboBaHMSIMM, a TaKsKe OpraHM3aluy KOHTPOJIS 3a
IaHHOM JIesITeIbHOCTBIO Y omneparopa (obs1agaresis MHGoOpMaInm).

19. PykoBoauTesnb omneparopa (obsamaresss nHboOpMalym), OTBETCTBEHHOE JIUIIO
OO/DKHBI  CO37aTh (OTpeneNnTh) CTPYKTYpPHOE TonapasaesieHne Wi Ha3HavyaeT
OTAENbHBIX CIIEIMAIMCTOB, HAa KOTOPBIX BO3JIaraloTcsl OOS3aHHOCTM (DYHKLUMM) IO
sammTe uHOpMalMu (mamee — CTPYKTYpHOe IofapasnesieHue (CIelyaancThl) Io
3aimTe MHpOpPMaLVn).

@OYyHKIMM M TIOJHOMOYMSI 1O  3aimTe  MHGOpPMalLUM  CTPYKTYPHOTO
noApasiesieHus 1o 3aiuTe uHbopMaluu onpeAessitoTCs B MOJOXKEeHUY O CTPYKTYPHOM
noApasfe/ieHu Wi MHOM [TOKYMEHTe, B COOTBETCTBMM C KOTOPbIM (DYHKIMOHUPYET
CTPYKTypHOe noppaszesnenyue’. O6s3aHHOCTM (QYHKLMM) U TOJTHOMOYMS CIIELMATNCTOB
1o 3anure MH@OpMalMu Mo MPOBENEeHNI0 MEPONPUSITHI M TIPUHSITUIO Mep TI0 3allluTe
MHbopMaLUM AODKHBI OBITh YCTAHOBJIEHBI B MX [TOJIKHOCTHBIX OOSI3aHHOCTSIX
(TpymoBbix dyHkuMsax). CoctaB obs3aHHOCTENM (DYHKIMI) M TTOJTHOMOUMIA 11O 3aIluTe
MHboOpMaLMKM CTPYKTYPHOTO TOApasaesieHus (CIermaJuCcToOB) MO 3ammTe MHGOopMauyumn
IOJKEH OBITh AOCTATOYEH [JIS1 TTPOBEIeHNSI MEPOIIPUSITUIA U TIPUHSITUSI Mep TIO 3allATe
MHpOpMaLMM B COOTBETCTBUM C TpeObOBaHUSIMNA.

B cnyuyae Haymumst y omeparopa (o6samarenss MHGOpManyu) CTPYKTYPHOTO
oA pasiesieHusl, Ha KOTopoe BO3JI0OXKeHbl PYyHKIMM 0 obecrieueHno MHMOpMaIMOHHOM
GesomacHOCTK®, 3ammra MH(GOPMALMM MOXKET OBbITh BO3JIOKEHAa Ha YyKa3aHHOe
oA pasjesieHue.

7 Tunosoe NOJIOYKeHMe O CTPYKTYPHOM IOApasfeeHuy opraHa (opraHusauum), obecreumBaioiieM MH(POPMalyOHHYIO
6e30macHOCTb OpraHa (OpraHusanyu), YTBEPKIEHHOe IOCTaHOBJIeHMeM IIpaButenbcTBa Poccuiickoit ®Demepaiym
ot 15 uronsa 2022 1. Ne 1272.

8 ..
IMopnyukTt «6» myHkra 1 Ykasa Ilpesumenta Poccmiickoit @emepanmm ot 1 mas 2022 r. Ne 250 «O momosHUTENBHBIX
Mepax 10 obecreueHnio MHGpopMaloHHONM 6esonacHocT Poccuiickoi @enepanym».
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20. PabOTHMKM CTPYKTYpPHOTO moapasaejeHust (CIHelyaJuCTbl) II0  3alluTe
MHboOpMaLUM JO/DKHBI 06/1aaTh KOMIIETEHIIMSIMY, HEOOXOAMMBIMM [JIS1 BBITIOJTHEHMS
BO3JIOKEHHbIX Ha HMX oObOsi3aHHOCTeM (PyHKUMI) 1O 3ammTe MHGOpMaum
B cooTBeTcTBMM C TpeboBanmsiMnu. He meHee 30 mpoiieHTOB pabOTHMKOB CTPYKTYPHOT'O
nmojipasnejeHuss Mo 3ammre uMHGOpMalMM [O/DKHBI MMeTb IMpodeccruoHaabHOe
obpa3zoBaHMe TI0 CHEIMAJIBHOCTM WIM HAIpaBJIeHUIO IIOATOTOBKM B 006sacTu
MHGOPMALIMOHHOM  0e30MMacHOCTM  MAM  IPOUTM  OOydeHMe TI0  IporpaMme
npodeccroHaIbHOM MEePeIoroTOBKY B 0061acTy MHMOPMAILIMOHHON 6€30I1acHOCTM.

21. CTpykTypHOe moapasaeneHue (CreluMaJUCTbl) IO 3aiuTe MHOOpMaALUN
IO/KHO (HOJ/DKHBI) oObOecreuyuBaTh 3alllUTy MHGOpMaLUM BO B3aMMOAEUCTBUM C
noxpasaesieHusvMu (paboTHMKAMM), MCIOIb3YIOIMMMU MH(POPMAIMOHHBIE CUCTEMBI, U
o pasaeeHusIMur (paboTHUKAMM), obecrneunBaoIINMU 9KCILTyaTalnio
MHGOPMAaLMOHHBIX CUCTEM.

22. ITogpasgenenus (pabOTHMKM), MCHOIL3YIONME MH(POPMAIMOHHBIE CHCTEMBI,
OO/DKHBI y4aCcTBOBAaThb B TPOBENEHUM MEpPONPUSITUIA M TIPUHSATUM Mep IO 3alliuTe
mHbopmaluyu B 0o0beMe, YCTAaHOBJIEHHOM orepaTopoM (o6sagaresieM MHGoOpMaium) BO
BHYTPEHHUX CTaHAApTax U perjaMeHTax 1o 3aiuTe MHGopMalmmn.

[Tonpasgenenus, obecrieunBalole SKCIUTyaTaluio MHGOPMAIMOHHBIX CUCTEM,
IOJIKHBI TIPOBOIUTD MEPOMPUSATHS U MIPUHMMATbL MephI IO 3alluTe MHGOpMalMK B XO[1e
COITPOBOXKIEHMS, 00CTYKMBaHUS MHGOPMAaIMOHHbIX CUCTEM, MTOCTaBKU
KOMIUIEKTYIOIIUX ¥ MHBIX BUAOB paboT IO 3KCIUTyaTauuyu MHGOPMAIIMOHHBIX CUCTEM B
06beMe, YCTAHOBJIEHHOM oIepaTopom (obsiamaTesieM uHpOpMalyy) BO BHYTPEHHUX
CTaHAApTaxX U perjaMeHTax IO 3aiyTe uHGopMaImn.

23. CTpyKTYpHBIM TOpasaeieHneM (CreuuaaucTaMm) Io 3aiimuTe MHbOoOpMalum
OO/KHBI ~ NPUMEHSTbCSI  MPOrpaMMHbIe,  IpOrpaMMHO-amnIapaTHble  CPeACTBa,
MIO3BOJISIIOIIME OOeCIeunTh BBITIOJHEHME BO3JIOKEHHbIX Ha HUX 00sI3aHHOCTEN
(byHKIMIT) TIO 3a1MTe MHPOPMAaIMM, B TOM YMCIIe 1O BbISIBJEHMIO YTPO3 6€301MacHOCTH
mHbopMaLyy, OOHAPYKEHUIO U MPeIOTBPAIleHNIO0 BTOPSKEHNH, ITPOBEEHNI0 KOHTPOJISI
YPOBHSI 3aIIUIIIEHHOCTY MHpOpPMalum, comepskaiiencss B MHOOPMAIMOHHBIX CUCTEMAX,
MOHUTOPUHTY  MHMOpPMAIIMOHHON  6e30MacHOCTM  MHGOPMAIMOHHBIX  CUCTEM,
BBISIBJIEHUIO YSI3BMMOCTEN, KOHTPOJIIO HACTPOEK M KOHGUTrypaimii MHPOPMAaIMIOHHBIX
CUCTEM, a TaK)Ke CpelCcTBa M CUCTeMbl, IpeJHa3HAaueHHble [JiI aBTOMAaTU3ALUU U
QHATIUTUYECKON TTOAEPSKKM IesITeTbHOCTH IO 3alluTe MHQOpMaLyun.

CocTtaB mporpaMMHbBIX, IPOTrpaMMHO-AIMapaTHbIX CPeACTB, HeOOXOIMMBbIX
CTPYKTYPHOMY TIOfipasfie/ieHuio (CrenuayucTam) Mo 3aiuuTe uHGOpMauUmM s
BBITIOJTHEHUSI BO3JIOKEHHBIX Ha HMUX O00s3aHHOCTeM ((PyHKIMI), OIpenesseTcs BO
BHYTPEHHUX CTaHAApTaxX U perjaMeHTax Mo 3aluTe MHPOpMalun.

24. J[Ins mpoBemeHus MEPONPUSITUI UM TIPUHSITUSI Mep MO 3aiuuTe MHOpMamn
omepatopom (oOsamatesnieM MHMOpPMALMM) MOILYT IIPUBJIEKATHCS  OpraHM3allum,
MMeIOIye JIMIIEH3MI0 Ha AEesITeIbHOCTb 0 TeXHMYECKOM 3allMTe KOHMUIAeHIMaTbHOM
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nHopmaiun’® (masee — cleluaaM3MpoBaHHble opraHmusanuu). CocTaB MPOBOAMMBIX
CIIeIMIM3VPOBAHHBIMM OPTraHM3alMSIMMU MEPOIPUSITUI Y TIPUHUMMAEMBIX UMM MEpP IO
3ammMTe  MHQOpPMALMM, MCIOJAb3YEMbIX IPM 3TOM IIPOTPAaMMHBIX, ITPOTPAMMHO-
almapaTHbIX CPENCTB, IMpPeTHA3HAYEHHbIX OIS 3allMThl MHGOPMAINM, OIpPeHesIseTCs
ornepatopoM (ob6iagaTtesnem uH@opmaimm). PaBOTHMUKM CTPYKTYPHOTO MOApasmeieHnst
(cnenmanmucThl) 1O 3ammTe MHGoOpMamuyu orepatopa (obsamaresiss MH(OpMaIm)
IOJDKHBI TIPUBJIEKATbCS K IIpMEMKe pe3yJbTaTOB pPaboT M YCJIYr, BBIMOJIHSIEMbBIX
(OKa3bpIBae€MbIX) CENMAIN3MPOBAHHBIMY OPraHMU3aLSIMU.

25. Onepatopom (o6amatesieM uHGbOpPMAaIMK) OOJSKHBI ObITh pa3paboTaHbI
U YTBEPKIIEHbI:

BHYTpPEeHHME CTaHAApTbl IO 3almTe MHGOpMAalUy, YCTaHaBJIMBAIOIIME
TpebOBaHMSI K peaJMsaluy Mep IO 3ammTe MHOOpMALUM  IPUMEHUTETHHO
K  OCOOEHHOCTSIM  HesSITeJIbHOCTU orepaTropa (obsamaTeis MHdopMalumn)
1 GYHKIMOHMPOBAHMS MHPOPMALIMOHHBIX CUCTEM;

BHYTpPEHHME perjaMeHThl I10 3aiiuTe uHpopMammu, comepskallue IMOPSIA0K
IIPOBEAEHNSI MEPOIPUSITUI WM OIMCAHME Peaau3yeMbIX IIPOIIeCCOB IO 3alllUTe
mMHboOpMaLY TPUMEHUTETbHO K OCOOEHHOCTSIM JIesITeJIbHOCTH orepaTopa (obsiamaTers
mHbopManymn) U GYHKIMOHMPOBAHMST MHGOPMAIIIOHHBIX CUCTEM.

BuyTpeHHue craHmapThl M perjiaMeHThI IO 3allyuTe MHPOPMAalUy YTBEPKIAIOTCS
pyKoBoauUTeIeM oreparopa (obsagaresis MHGOpMAaI) WM OTBETCTBEHHBIM JIMIIOM.

OO6siacTb HeNCTBUMS BHYTPEHHMX CTaHIApPTOB M perjilaMeHTOB TII0 3allluTe
MHbopMaLuM orpeensieTcs: ornepaTopoM (obJamaTesieMm MHGOpMaLNUN).

26. BHyTpeHHMe CTaHIAPThl M perJiaMeHThI IO 3aliuTe MHQOpMaLyM TOBOOSTCS
IO TI0JIb30BATeJIEN, a TAKKe MOAPSIHBIX OpraHU3alyii B YaCTU, UX KacaloIllencsl.

BuyTpeHHme craHmapTbl M perJilaMeHTbI I10 3aiuuTe MHOpMaLyM MOMAJIeKaT
MCIIOJIHEHUIO TI0JTb30BaTEJIIMM B YaCTH, UX Kacalollencs.

OO6s13aHHOCTD ~ TOAPSIAHONM  OpPraHM3alyM [0  BBIOJHEHMIO BHYTPEHHMUX
CTAHIAPTOB M perjaMeHTOB IO 3aluTe MHOOpMaIMM OOJKHA OBITH Olpele/ieHa B
IOKyMeHTaxX ornepatopa (oOsiamatesnsi), Ha OCHOBAaHMM KOTOPBIX IlepemaeTcs
mHbopMaLusl, TPegOCTaBsIeTCsS AOCTYI K MH(POPMAIMOHHBIM CUCTEMaM ollepaTopa
(obstamaTesist HGOpPMAaIMN) UM COMepsKallleicss B HUX MHGpOopMaImn.

27. CTpyKTypHOe TofpasfiesieHne (CreumuaanucTbl) IO 3aliuTe MHGOpMaIUn
IO/KHO (DOJDKHBI) paspabaThiBaThb U MPEACTaBJISITb PYKOBOAUTENIO oOllepaTopa
(obsamaTesiss MHGOpPMAaIUM), OTBETCTBEHHOMY JIMILY OOOCHOBAaHHbIE MPENJIOKEHUSI TI0
OpraHM3alMOHHBIM, MaTepUaJIbHO-TEXHUYECKMM M MHBIM 00eCIeunBalolMM pecypcam,
HEOOXOOMMBIM [IJISI TIPOBENEHMUSI MEPONPUSTUIA U TPUHITUS Mep II0 3allluTe
MHbOpMaLMM, C YKazaHMeM CBEAeHMM O LIeJISIX 3allMUThl MHGOpPMAIlUM, Ha JTOCTUKEHME

9
ITyukr 5 vactu 1 crarbu 12 @emgepanbuoro 3akoHa oT 4 mas 2011 1. Ne 99-03 «O nuiieHsMpoBaHuyM OTHEIbHBIX BULOB
IeSTeIbHOCTU .
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KOTOPBIX TpPeOyIOTCSI Pecypchbl, M II€peYHsI HEraTUBHBIX IOCAEOCTBUI (COOBITUIN),
HaCTyIUIeHMEe KOTOPBIX IMMPOrHO3UPYETCS B C/Iyuae OTCYTCTBUSI PECYPCOB.

PykoBogutesnb omnepatopa (obsagatesss nHopMalmin), OTBETCTBEHHOE JIMIIO Ha
OCHOBe TIpeACTaBJIEHHbIX TMpeIJIOKEeHUII ¥ B Tpeaesax MMEIOIINXCS CpeacTB
IpeaycMaTpUBaeT BblJie/IeHNe OpraHM3alMOHHbIX, MaTePUaJIbHO-TEXHUYECKUX U MHBIX
006eCITeunBaloIIMX PECYPCOB IJisSI IPOBEIEHMUSI MEpPOINPUSTUI U TIPUHITUS Mep IO
sammTe MH(pOpMAalMM, MPUBJIEUEHUSI IIPYM HEOOXOOMMOCTM JOIOJHUTEIbHBIX CUII
M CPeICTB IS 3alIUThl MHDOpPMAIMK B COOTBETCTBMM ¢ TpebGoBaHMSIMM Ha BCEX 3Tarax
>KM3HEHHOTO LIMKJIa MHGOPMAIIMOHHBIX CUCTEM.

28. VrpaBieHue  OesSITeNbHOCTbIO MO  3amuTe  MHQOpMALUM  TOJKHO
OCYILIECTBJISITbCSI B paMKax (QYHKIMOHMPYIOIIEN OpraHM3alMOHHOM  CUCTEMBI
yIIpaBJIeHMsI, BO3TJIABJISIEMOM PYKOBOIMUTeeM omeparopa (obsamaTesiss uHpopmalyn)
WJIU TIO ero pellieHNIO0 OTBETCTBEHHBIM JIMIIOM. YIIpaBjieHle AesITeIbHOCTBIO 110 3alliuTe
MHGbOpPMaLNK JOKHO BKIIOYATD:

a) pa3paboTKy U IVIAaHMPOBAHME MEPOIIPUSITUI ¥ MEP 10 3aIUTe MHGPOPMAIINN;

6) mpoBeneHNe MePOINIPUSITUI U TIPUHSITIE Mep TI0 3amuTe MHGOPMAaLNK;

B) IPOBeleHe OIeHKM COCTOSIHMS 3alllUThl MH(POpMaLy;

I') COBepIIIEHCTBOBAHME MEPOIIPUSITHIL ¥ Mep 10 3aIyuTe MHGOPMaLN.

29.Ilpu paspaboTke ¥ TIJIAHMPOBAHMM MEPOIPUSITUI U Mep IO 3alluTe
MHbOpMaLNK JOKHbBI ObITh:

a) orpeeseHbl COObITUSI B MHGOPMAIIMOHHBIX CUCTEMAaX, HaCTyIJIeHue KOTOPBIX
MOKET TIIPUBECTM K HapyIIeHMIO 1eJeit 3aliuTbhl MuHpOpMaIluy, YCTaHOBJIEHHbIX
B MOJIMTUKE 3aIIUThI MHGOpMALINN;

6) omnpenesneHbl MHGOpPMAIMOHHbIE CUCTEMBI, IPOTpaMMHbIe, ITPOTPAMMHO-
arnrnapaTHble CpelCcTBa, HECAHKIMOHMPOBAHHBIM [OOCTYI K KOTOpPbIM WU  (MJIN)
BO3/I€MICTBME Ha KOTOpPbIe MOTYT IIPUBECTH K HAPYILIEHUIO IieJiel 3allUThl MH(pOpMaImmu,
YCTaHOBJIEHHBIX B TIOJIMTHUKE 3alIUThI MHDOpMAI;

B) BBISIBJIEHbI ¥ OIl€eHEHbI YTpO3bl 0Oe30MMacHOCTM WHOOpMAIMK, pean3aiys
(BO3HMKHOBEHME) KOTOPBIX MOSKET TIPMBECTM K HapYyIIeHMIO IeJiel  3alUThbI
MHbOpMaLMY, YCTAHOBJIEHHBIX B TOJMTUKE 3aIUThl MHbOpManumu (majee — YIrpo3bl
6e3omacHOCTM MHGpOPMAIINN);

I') OIpe/ieJIeHbl COCTaB M CPOKM TPOBEIEHNSI MEPOIPUSITUI U MPUHSTUS Mep IO
3a1MTe MHGOpPMAaIMK U OlleHeHbl HEOOXOAVIMbIE 151 3TOTO PecypChl.

30. ITpoBoaMMbIEe MEPOIPUSTHUS U TIPUHMMAeMble Mepbl IO 3aIuTe MHGOpMaLn
IOJIKHBI OBITh HaIpaBJieHbl Ha OJIOKMpOBaHME (HEUTPaaM3alyio) aKTyaJbHBIX IJIsI
MHGOPMALIMOHHOM CUCTEMBI YIpo3 O6e3omacHOCTM MHOpManyu (Iagee — aKTya/bHbIe
YI'PO3bl) B COOTBETCTBUM C LIEJISIMU 3alIMThI MH(POpMaINM, OrpeeeHHbIMU B MMOJIUTUKE
3aIUUThI MH(POpPMAaLIUN.

B 3aBucMMocTM OT 1ieseit 3aiiuThl MHGOPMALUM MEepOIPUSITUS U MepPhbI IO
3ammTe MHGOPMALMY JOJIKHBI ObITh HaIllpaBJIeHbI Ha:
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a) UCKJIIOUeHre yTeukun wuHdbOopMaluyM OrpaHMUYEHHOTO [OOCTyla M MHOM
KOH(MOeHIMaTbHOM MH(POPMAIINNK;

0) mpemoTBpallleHMe HEeCAHKIVMOHMPOBAHHOIO [TOCTYIa K WMHGOPMALUVOHHBIM
cucTeMaM M cofaepxkaiiercss B HMX uHOOpMaluu, OOHapyskeHue (HaKTOB
HECaHKIMOHMPOBAHHOTI'O IOCTYIIA U pearnpoBaHye Ha HUX;

B) MIpeIOTBpAIlleHe  HECAHKIMOHMPOBAHHOM  Moaudukamuu  uHopmalmu,
o6HapyskeHMe HaKTOB HECAHKIIMOHUMPOBAHHOM MOoAM(MKaALIMYM 1 pearMpoBaHue Ha HUX;

r) NpeAoTBpalilieHue HEeCaHKIMOHMPOBAHHON MOJIMEHbBI mHbopMaluu,
obHapy>keHMe (HakTOB HECAaHKIIMOHMPOBAHHON MOAMEHbI 1 pearnpoBaHie Ha HUX;

1) TIpefOTBpallleHie  HeCaHKUMOHMPOBAHHOTO  yaajeHus MHPOpMauuu U
IIpOrpaMMHOr0 obecrieueHmst, oOHapy>keHye (pakTOB HeECAHKIIMOHMPOBAHHOTO Y aJIeHNS
" pearMpoBaHye Ha HUX;

e) UCKJIIOUeHMe WM CyIIeCTBeHHOe 3aTpyAHeHMe OTKasa B O0OCTy>KMBaHUU
aBTOPM30BAaHHbBIM I0OJIb30BaTESIM MH(DOPMALIMOHHBIX CUCTEM;

K) HeJIOIyIlleHe MCITOb30BaHus MH(POPMAaIIMOHHBIX CUCTEM U COJlepsKallleics B
HMUX MHQOpPMAaIMK He 10 Ha3HAaueHUIO;

3) UCKJTIOUEHME WIn CYIIeCTBEHHOE 3aTpyAHeHMe HapyIlIeHUs
byHKUMOHMpPOBaHMS (PabOTOCTIOCOOHOCTH) MHGOPMALIMOHHBIX CUCTEM;

") HeJOMyllleHe PpacIpOCTpaHeHUsT C WMCIOJAb30BaHMeM MHMOPMALMOHHBIX
CUCTEM IPOTUBOITPABHOM MHGPOPMAIINH;

K) obecrieueHre BO3MOXXHOCTM BOCCTAHOBJIEHMSI B YCTaHOBJIEHHbIE OIlepaTOpOM
(obnagaresiem MHpOPMALMM) CPOKM [OCTyNa AaBTOPM3OBAHHBIX TIOJib30BaTeen K
MHOPMAIIMOHHBIM CUCTEMAaM U COIepsKalleicst B HUX MHPopMaLum, 3a6J10KMPOBAHHOM
BCJIE[ICTBME peayin3aliyy (BO3SHMKHOBEHMSI) YTpo3 6e301acHOCTY MHpOpMalnm;

J1) obecrieueHre BO3MOSKHOCTYM BOCCTAHOBJIEHUMSI B yCTAaHOBJIEHHbIE OIepaTOPOM
(obmamaresniem  MHGOpMauMM) CpoKM  MHOOpMaALMM, MOAVMOUUMPOBAHHOM  WJIN
YHUUTOKEHHOM BCJIE[ICTBME peanu3aiuy (BO3HMKHOBEHMS]) YIrpo3 0Oe30IMacHOCTH
nHbopMauum.

31. OueHka coCTOsSIHMS 3allMThl MH(POPMaLMK OOJKHA MPOBOAUTHCS HAa OCHOBE
ompenesieHust oreparopom (obagaTtesieM nHGopmaln):

a) rokasaresisi, XapaKTepu3yIolllero TeKylllee COCTOsIHME 3alliuThl MHbOopMalumu
OT 06a30BOro YypOBHS Yrpo3 Oe3omacHOCTM WHGpopMaluyu (Jagee — T[OKasaTeslb
saiuieHHocT™ Kyy);

6) mokasareJsisi, KOTOpbIM OIpefesiseT OOCTaTOYHOCTb U  3(PEKTUBHOCTh
MIpOBeJleHNsT MepONpusiTUIL 10 3aiiuTe MHboOpMauuu (masee — IOKa3aTedb YPOBHS
3penoctu IL,).

s ompepeneHus 3HAUEHMI M pacueTa Mokasaresis 3aimineHHoOCcTM K, u
mokasaresisi ypoBHs 3penoctu [l DOJDKHBI MPUMEHSTbCS MeTOAMYEeCKue AOKYMEHTHI,
yrBepkaennbie MCTOK Poccun B COOTBETCTBMM C ab3alleM BTOPHIM IIYHKTa 5 U
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noanyHKToM 4 myHkTa 8 Ilonoskennss o @CTOK Poccunm (masee — merommdeckme
nokymeHTbl @CTOK Poccun).

32. PacueT 1 olleHKa IOKa3aTejasl 3aluileHHOCTU K, HJOJKHBI MPOBOAUTHCS
ormepatopoM (obsiamatesneM MHGOpPMAIMM) He peske OJHOTO pasa B IIECTb MeCSIIEB.
Pacuer 1 olleHKa mokasatejist ypoBHS 3peyiocTy I1., JO/KHBI TPOBOAUTHCSI OIIEPaTOPOM
(obnagaresniem MHGOpPMaLMK) He peske OTHOTO pasa B IBa rofa.

O moJsiyuyeHHBIX IO pe3y/IbTaTaM OILIEHKM 3HAUeHMSIX IOoKasaTejisl 3allMIeHHOCTA
K., 1 nokasarenst ypoBHs 3penoctu Il B cyyae X HECOOTBETCTBMSI HOPMMPOBAHHBIM
3HAUeHMsIM, yKasaHHbIM B MeToauueckux mokymeHTax PCTOK Poccuu, B TeueHue 3
KaJIeHIapHbIX JHEW CO OHS 3aBepllieHMs TaKOU OLieHKM MHGOPMUPYETCSI PYKOBOAMUTEb
orepatopa (oOsamaTtenss uHGoOpMaMK) OJIS TPUHATUS pelleHus O IpOBedeHUN
MEPOMIPHUSITUI TI0 COBEPIIEHCTBOBAHMIO 3aIlUThl MHOOpPMALMM U TPUHSATUM Mep IO
MOBBIIIEHNIO  YPOBHS 3aIIUIIEHHOCTH mHbOpMaINm, copepsKaIencs B
MHGOPMALMOHHBIX CHCTEMAX.

PesyyibTaThl OLIEHKM IIOKasaTessl 3aluMineHHOCTM K,, ¥ IIokasaressi ypOBHSI
spesoctu Il;, B CpoK He mosgHee 5 paboumx gHEN IOC/Ie AHS MX pacdeTa JOJIKHbI
HampaBJsAThCsl onepaTopoM (obsamatenem nHbopmarmm) B @CTIOK Poccun B mensix
MOHMTOPUHIA TEKYIIEro COCTOSHMUSI TEeXHMUYECKOM 3allMUThl MH(pOpPMAaIMMU U OLIEHKU
3D GHEKTUBHOCTHU IeSITeIbHOCTY IT0 TEXHMUECKOM 3a1uTe uHpopmaryn'.

33.Ilo pemieHuto pykoBOAUTENSI omepatopa (obsagarenss uMHbOpMaInUM),
OTBETCTBEHHOI'O JIMIlA CTPYKTYPHBIM IIOJpa3fesieHueM (CrenuaancraMmmu) 1o 3alluTe
MHbopMauMM C  ydyacTueM  IofpasfesieHuit  (pabOOTHMKOB),  MCIIOJIb3YIOIINX
MHGOpMAlLMOHHbIE CUCTEMbI, moapasaeneHuin (pabOTHMKOB), OOeCIIeunBaIONINX
9KCITyaTalnio MHOOPMALMOHHBIX CUCTEM, pa3pabaTbiBaeTcsl IIJIaH MEepOIPUSITUM TI0
COBEPIIIEHCTBOBAHMIO 3allMThl MHMOpPMaLyMM, copepskamencss B MHGOPMAIMOHHBIX
CUCTEMAX, B KOTOPOM B TOM 4YMCJIe YKa3bIBAIOTCSI HAMMEHOBAHMSI MEPOIIPUSITUI, CPOKA
MX BBIMIOJHEHMS, TofpasnaeneHus (paOOTHMKM), OTBETCTBEHHbIE 3a peajn3alynio
Ka>KZIOr0 MEePOIPUSITHS.

[Inan yTBepskHmaeTcsi pyKoBoauTejeM orepatopa (obsamaTtenst uHboOpMaImmn),
OTBETCTBEHHBIM JIMIIOM M [OOBOOMTCSI OO ToApasaesieHuit (pabOTHMKOB) orepaTopa
(obnmamarenss mHpopmanMyu) B UYaCTM, MX Kacarollencs. PesynbraroM peanmsamnym
MEepPONPHUSITHUI TIJIaHa JOJIKHO ObITh JOCTUMKEHME 3HAUEeHMI TTOKa3aTesIs 3allyIeHHOCTA
K. m mnokasatens ypoBHsS 3penoctu Il,, He Hmke HOPMMPOBAHHBIX 3HAUYEHUM,
yKa3aHHbIX B MeToamnueckux nokymeHTax @CTOK Poccum.

I11. ITpoBegeHMe MepONIPUATIN U IIPUHATHE
Mep 1o 3aimuTe nHbopMauun

Y NopnyHkTbl 6 1 6° nyHkTa 8 MonoxeHns o PCTIK Poccun.
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34. [Insg mocTusKeHMs Hesiei 3aluuThl MHopMammuu orepaTopom (objamaTeeMm
MHGOPMAaLVM) OOIKHBI TPOBOAUTHCS CAEIYIOIINE MEPOIIPUSITHS:

a) BBISIBJIEHME U OILIEHKA yI'POo3 0e30I1acHOCTY MHGOpMAaLNN;

6) KOHTPOJIb KOHGUTYpaLuit MHPOPMALIMOHHBIX CUCTEM;

B) yIIpaBJIeHME YSI3BMMOCTSIMI;

I') yIpaBjieHue 0OHOBJIEHUSIMI;

I) obecrneueHye 3alUTbl MHGOpMaIUK Mpyu 0O6paboTKe, XpaHeHUM U oOpalleHun
¢ nHpopMauyel OrpaHNYeHHOIo JOCTYIIa;

e) obecrneueHye 3alUTbl MHGOpMAIUY TIpY TPUMEHEHMM KOHEUHbIX YCTPOCTB;

’K) obecrieueHue  3aliuUThl  MHGOpPMAIMM IIpU  IPUMEHEHUM  MOOWMJIbHBIX
YCTPOJCTB;

3) obecrieueHne 3alUThl MHOOPMALIMM TIPU yAAJEHHOM JOCTYIIE I10JIb30BaTeJen
K MHGOPMAIIMOHHBIM CMCTEMAM;

1) obecrieueHre  3amuTbl  uHOpMalMu npu  OGeCIIpOBOAHOM  JOCTYIIe
II0JIb30BaTe/IeN K MHPOPMAIMIOHHBIM CHCTEMAM;

K) obecrieyeHne 3almUTbl MHPOPMALMM IpPKU MIPEAOCTABJIEHUM II0JIb30BATE/ISIM
IOCTyNa K MH(POPMAIMOHHBIM CUCTEMAaM, IIpeyCMaTPUBAIOIIEro UTeHMe, BhIIOJTHEHNE,
M3MEeHeHMe, 3aInch, yAajgeHue TmporpaMm u (WIK) OAHHBIX B MHGOPMAIMOHHbBIX
cucTemax (Jajee — MPUBWIETMPOBAHHBIN TOCTYII);

J1) obecrneueHre MOHUTOPUHTA MHMOPMALIMOHHOM 6€301aCHOCTH;

M) obecrieueHne pa3paboTK 6e30IacHOro MPOorpaMMHOTrO obecIieueHus;

H) obecrieueHyne GpuU3MUECKON 3aIIUThI MHPOPMAIIMOHHBIX CUCTEM;

0) obecrieyeHne HEMPEePbIBHOCTM (HYHKIMOHUPOBAHMSI MHPOPMAIIMOHHBIX CUCTEM
IIpY BO3HMKHOBEHUM HEIITATHBIX CUTYAIIUIA;

1) TIOBBIIIIEHME YPOBHSI 3HAHUM U MHOOPMMPOBAHHOCTYM IIOJIb30OBAaTENIEN IO
BOIIpOCaM 3alluThbl MHDOpMAaINX;

p) obecrieuenne 3amIUTbl MHGOPMAILMM IIPU B3aMMONEMCTBUM C THOMPSIHBIMU
OpraHMU3alsSIMU;

c) obecrieueHne 3alUTbl OT KOMITBIOTEPHBIX aTaK, HalpaB/JeHHBbIX HAa OTKa3 B
00C/TY>KMBaHUY;

T) obecrieueHne 3alIUThl MHGOPMALMM TIPU MCIOIb30BAHUM MCKYCCTBEHHOTO
UHTeJIJIeKTa;

y) peasimzaiivsi B MHQOPMAIMOHHBIX CUCTEMaxX Mep IO UX 3alliuTe U 3alliuTe
comepsKallencs: B Hux MH@opmainm;

&) mpoBeneHMe KOHTPOJIST YPOBHS 3aILMIIIEHHOCTM MH(pOPMAaI, COmepsKallleycs
B MH(GOPMAIMOHHBIX CUCTEMAX;

11 .

[MognyHKT «a» myHkTa 5 HaumoHanbHOM CTpaTernu pasBUTHMSI MCKYCCTBEHHOTO MHTe/IeKTa Ha mepuop qo 2030 ropa,
yrBepskaeHHoi Ykasom Ilpesunmenrta Poccuiickoit @epepaumm ot 10 oktsiops 2019 r. Ne 490 (manee — HaumoHanbHas
CTpaTerust pa3BUTHUSI UCKYCCTBEHHOTO MHTEJJIEKTA).
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X) obecrieyeHyre HEMPEPLIBHOTO B3aMMOIEMCTBUS C TOCYIAPCTBEHHOM CUCTEMON
obHapy>keHMsI, IPeayIpexXaAeHNs U JUKBUOAIMA TTOCTeCTBUIA KOMITbIOTEPHbBIX aTak Ha
mHbopMaloHHble pecypchbl Poccuiickoin @enepanyin.

35. JIocTaTOYHOCTh " 3 heKTUBHOCTD MIPOBOIMMBbIX MePOTIPUSITUIN
(peayM30BaHHBIX MPOLIECCOB) OLIEHMBAIOTCSI OTIEPATOPOM I10 Pe3yJIbTaTaM OIpeesIeHNs
roKasartesist ypoBHs 3penoctu I1;, B cooTBeTcTBUM C MyHKTamu 32 u 33 TpeboBanmii.

36. MeporpusiTvst 10 BBISIBJIEHMIO U OIIeHKe yIpo3 6e30MMacHOCTM MHGpOpMAaLn
IOJDKHBI TpelyCMaTpUBaTh OIpee/ieHre B XOAe COo3maHus MHPOPMALMOHHBIX CUCTEM
aKTyaJIbHBIX YTPO3 ¥ pa3pabOTKy B C/IyUasix, YCTAaHOBJIEHHBIX TPEOOBAHUSAMU K ITOPSIAKY
CO3/laHusl, pas3BUTHs, BBOJA B SKCIUIyaTallUlO, SKCIUTyaTalMd W BbIBOJA U3
9KCIUIyaTalil TOCYyZapCTBEHHbIX MHPOPMAI[MOHHBIX CUCTEM U Ja/IbHEMIIero XpaHeHust
cogeprkareiicss B ux 0a3ax AaHHBIX MH(OpPMALUH, YTBEPKAEHHBIMUA TTOCTAHOBJ/IEHHEM
ITpaBuTenbcTBa Poccuiickont @enepanuu oT 6 urosig 2015 r. Ne 676, mogeneit yrpos
6e3omacHOCTM MHGOPMALNK, a TaK)Ke CBOeBPeMeHHOe BbISIBJIEHME aKTYyaJIbHbIX YIPO3 U
MX OIIEHKY B XOfe 3KCITyaTauyuy MHPOPMaIMOHHBIX CHUCTEM.

Mopenb yrpo3 6e3omacHoCTM MHOOpMAIMK B Caydae ee pa3pabOTKM IODKHA
MCII0JIb30BAaThCSl B KaueCTBe MCXOMHbBIX NAHHBIX MIJII Pa3pabOTKM M BHEIPEHUS] Mep IO
3ammTe MHpOpMalMKM, a TakKe OJs1 BbIOOpa CPeACTB 3alllMThl MHGOPMAUMM U UX
(YHKIMOHAJIBHBIX BO3MOXKHOCTEN B XOHe CcO3maHusl (pasBUTHSI) TOACUCTEM 3aIlUThI
mHbopmauuy MHMOPMALIMOHHBIX cucTeM. PellleHne o HeOOXOAMMOCTM pa3pabOTKu
Mogenu yrpo3 OesonacHOCTM MHbOpMAlUM B XOA€ CO30aHUsS HEerocymapCTBEHHBIX
MHGOPMALIMOHHBIX CUCTEM TIPUHMMAETCS PYyKOBoOAMUTeseM omnepaTopa (obsamaTens
MHGpOpMaLNM), OTBETCTBEHHBIM JIUILIOM.

B xome skcmutyaTauyuy MH(POPMAIMOHHBIX CUCTEM IOJIKEH OBbIThb ObecreueH
MOMCK [JAHHBIX U TIPU3HAKOB, UIAEHTUOUIMPYIOIMIMX HaIMuMe aKTyaJbHbIX YIPO3,
MpoBeJleHa TPUOPUTM3ALIMSI  BBISIBJIEHHBIX yIpo3  06e30macHOCTM  MHGpOpMaLuy,
OCYIIeCTBJIEHO OTIOBellleHNe ToApasaeeHnin (paboTHMKOB) omepatopa (obsamaTess
MHbopMaLMKM) O BBIIBJIEHHBIX AaKTYaJIbHBIX yrpo3ax. I[Ipy Haamumy IPU3HAKOB
peanm3aiy (BO3HMKHOBEHMS) aKTyaJIbHbIX YT'PO3 AOJIKHBI ObITH IMIPUHSITHI MEPbI MO UX
6JIOKMPOBAHMIO (HEMTPATM3ALINN).

37. MepornpusiTust IO KOHTPOJIIO KOHuUrypamuii MHMOPMAIMOHHBIX CUCTEM
IOJ/DKHBI  VICKJTIOUaTh HECAHKLMOHMPOBAHHOE W3MEHEeHMe COCTaBa ITPOrPaMMHBIX,
MIPOrpaMMHO-aNMnapaTHbIX CPeACTB MHGPOPMALMOHHBIX CUCTEM, WMX HACTpOeK MU
KOHGUrypalui, yCTaHOBJIEHHbIX BO BHYTPEHHUX CTaHAApTax Mo 3aluTe MHPOpMaLNH,
a Takxke obecrneuMBaTh OOHapyykeHMe (HAKTOB HECAHKIMOHMPOBAHHBIX M3MEHEHUN U
BbISIBJIEHME TIPUYMH U3MEeHEeHMI.

KonTtponp koHburypammii MmHGOPMAIIMOHHBIX CUCTEM OOJIKEH OCYIIECTBJISTHCS
Ha OCHOBe aHaamM3a pesyiabTatoB vydeta WT-aktmeoB? m (Wim) cBemeHuii,

12 .
ITyukr 3 Ilonoskennuss o6 yuete MT-akTMBOB, MCIOJAb3YEeMbIX IJISI OCYIIECTBIEHMUSI OESITEJbHOCTM IO IMdpPOBOI
TpaHchopMaIyM CUCTEMBI TOCYIAPCTBEHHOTO (MYHMIIUIIAIBHOTO) YIIPABJIEHMS, YTBEPKAEHHOTO ITOCTAaHOBJIEHNEM
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coepyKalMxcs B aBTOMaTU3MPOBAHHBIX CHUCTEMax XpaHEeHUS] U yIIpaBJIeHUsT TaHHbIMU
06 MHGOPMALMOHHBIX CUCTEeMax U UX KoHburypaumsx (MpyM HAIUYUKU CUCTEM
mHBeHTapusauu WT-aktuBoB). CTpyKTypHOMY NOApa3feaeHuto (CrenuanucTam) Io
3a1MTe MHPOPMAIMM TOJDKEH ObITh OOECIIeueH JOCTYI K YKa3aHHBIM CBEIEHMSIM.

38. MeponpusiTust 1O YOpaBJeHMIO  YSI3BUMOCTSIMM  JOJDKHBI — BKJIIOUAThb
BBISIBJIEHME YSI3BUMMOCTEN WHMOPMAIMOHHBIX CUCTEM, OIIEHKY WX KPUTUYHOCTH,
omnpezesieHye MeTOIOB M MIPUOPUTETOB YCTPAHEHMSI YSI3BUMOCTEN, a TakKyKe KOHTPOJIb 3a
yCTpaHeHMEeM YSI3BUMOCTEN.

YcTpaHeHMe ySI3BUMOCTENM, KOTOpble MOT'YT ObITh MCITOJIb30BaHbl HAPYIIIUTEISIMU,
WIM  MUCKJIOUEeHMe BO3MOKHOCTM MX MCIIOJIb30BaHMSI 3a CUeT IIpUMMEeHEeHMUS
KOMITIEHCUPYIOIIMX  Mep [O/DKHO  IMPOBOAUTBCS  olepaTopoM  (obsiagaresiemM
MHbOpMaINN):

B OTHOILUEHMM YSI3BMMOCTEI KPUTMUECKOTO YPOBHSI ONACHOCTM'® — B CPOK He
6os1ee 24 yacos;

B OTHOIIIEHUY YSI3BUMOCTE BBICOKOT'O YPOBHSI OMACHOCTM — B CPOK He OoJjiee 7
KaJIeHIapHbIX THE.

B oTHOIIEHNM YSI3BUMMOCTEN CpeIHEro M HMU3KOTO YPOBHEM OMAaCHOCTU CPOKM U
MOPSIIOK MX YCTpPaHEHMS] OMpPeNessIIOTCS BO BHYTPEHHEM perjaMeHTe IO 3allluTe
MHbopMaluu UCXOAsd U3 O0COO6eHHOCTer (GYHKUMOHMUPOBAHUS MHGOPMAILMOHHbBIX
CUCTEM.

IIpu BbISIB/IEHMM YSI3BUMOCTEN MHOOPMAIIMOHHBIX CUCTEM, CBEIEHUSI O KOTOPBIX
OTCYTCTBYIOT B OaHKe HaHHbIX yrpo3 6e3omacHoct uHopmanymu ®CTIK Poccun,
onepatop (objamaTeab uHGOpMaIMK) B CPOK He Gosiee 5 paboumx AHEN C JaThl TAKOTO
BBISIBJIEHMS TOJDKEH HampaBuTb MHGopMmaiuio 06 ysa3Bumoct B @CTOK Poccun mis
OIIeHKM HeOOXOAVMOCTM BKJIIOUEHMS BBISIBJIEHHOM YSI3BMMOCTM B OaHK JAaHHBIX YTpO3
6e3onacHoctu uHpopmaumy @CTIK Poccun'.

39. MepornpusiTust 1O YHOpPaBJIEHMIO OOHOBJIEHMSIMM  JTOJDKHBI — BKJIIOYATh
IIpoBeJleHe IIPOBEepPKM IOAJIMHHOCTM U LIEJIOCTHOCTM OOHOBJIEHUI TITPOTPaMMHBIX,
IIPOTpPaMMHO-aIIapaTHbIX CPEeACTB, TECTMPOBAHUYM OOHOBJIEHMI IO UX MPUMEHEHMUS B
KOHTYpaxX IIPOMBIIIUIEHHOM SKCIUTyaTaluyu WHOOPMAIIMOHHBIX CHUCTEM, BbIfaue
paspellieHus oapasaesieHnsM (paboTHuKam) oreparopa (obsamaTesnst nHGopMaImm) Ha
IpUMeHeHe OOHOBJIEHUI IPOrpaMMHBIX, ITPOTPaMMHO-aIapaTHbIX CpPEICTB B
KOHTYpaxX  IMPOMBIIIJIEHHOM  3KCIUTyaTaluyu  MHMOPMAIMOHHBIX  CUCTEM  C
MCIIOIb30BaHMeM 0Oe30MacHbIX HACTpoeK U KOH(Urypauui, YCTAaHOBJEHHBIX BO
BHYTPEHHUX CTaHAapTax IO 3ammTe uHbopMaluu. DBecKOHTpOJbHAsT yCTaHOBKA
OOGHOBJIEHUM TTPOrPAMMHBIX, ITPOTPAMMHO-AIIapPaTHLIX CPEICTB He JOITyCKAeTCsl.

IIpaButenbctBa Poccuiickoit @epepanyy ot 1 uross 2024 r. Ne 900.

13 ITynakr 5.2.18 wanuonanbHoro cra"mapra Poccuiickoit ®@epepanym I'OCT P 56545 — 2015 «3ammra nHGOpMAarymn.
Va3BumocTy MHPOPMALMOHHBIX cucTeM. IIpaBuia omuMcaHms ys3BMMOCTEN», YTBEPKAEHHOIO M BBEJEHHOIO B [eiCTBUE
npukasom Poccranmapra ot 19 arycra 2015 r. Ne 1180-ct (M., @T'BY «PCT», 2021).

" Topnynkr 21 nmyukTa 8 IMonoxenus o0 ®CTIK Poccun.
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Cpoku mpuMeHeHMs] OOHOBJIEHUI IPOrPaMMHbBIX, ITPOrPaMMHO-amIapaTHbIX
CpeACTB, IpeAHa3HAUEHHBbIX [JIsI YCTpaHeHUS YSI3BMMOCTEM, YCTAHABIMBAIOTCSI BO
BHYTpeHHEM perjlaMeHTe [0 3aiiuTe WuHbopMalyuyM B 3aBUCMMOCTUM OT CPOKOB
yCTpaHeHMs YSI3BUMMOCTE COOTBETCTBYIOIIMX YPOBHEM OMAacCHOCTM U  PUCKOB,
CBSI3aHHBIX C TIpMMEHEHMEM OOHOBJIEHUI IPOrPaMMHBIX, ITPOTPaMMHO-aIMapaTHbIX
CpeJlCTB.

40. Meponpusatus 10 3aiiuTe uHGoOpMaluu Ipu 0OpabOTKe, XpaHEHUM U
obpartteHnn ¢ H(GOpMaIen orpaHMYEeHHOr'0 JOCTYTIAa JOJIKHBI MCK/TFOYATh:

HelpaBOMEepHOe pacHpocTpaHeHMe MHGOpMalUy OrpaHMYEHHOTO [OCTyIla BHe
3aBUCMMOCTM OT (OpMBbI ee TpencTaB/ieHMs, B TOM UKCJe C MUCIIOJb30BaHUEM
MHGOPMAaIMOHHO-TEJIEKOMMYHMKALIMOHHBIX ceTel U ceTu « UHTepHeT»;

IOCTYM K MHGOpMAaIUY OrpaHMYEHHOTO TOCTYIIA JIMII, AJIs1 KOTOPbIX MHMOpMaLus
He MpenHa3HaueHa ¥ (WJIN) [JiT KOTOPBIX TaKOM JOCTYII 3allpeliieH.

[IpoBogyMble MepoNpUSITHSI IOJDKHBI BKIKOYATh oOIpenesieHne uHbOpMaImn
OTPaHMYEHHOTO [OCTyrHa ¥ TMpeaHa3HAaUeHHbIX [JISI ee XpaHeHus MPOorpaMMHO-
arrmapaTHbIX CpPeNCTB, a TakKXke KOHTPOJb M peruMcrpanuio BceX (aKTOB ITOCTYIIA
MOJIb30BaTeNiell K IPOrpaMMHO-amIapaTHbIM CPeACTBaM, B KOTOPBIX XPaHUTCS
mMHbOopMaLMs OTPAaHMYEHHOTO AOCTYTIA.

KoHTposib 00paboTKM, XpaHeHus MHPOpMalMy OrpaHMYEeHHOrO [OCTyra B
MporpaMMHO-anIapaTHbIX CPeACTBaX M ee Ilepenauu [OJDKEH OCYIIECTB/SITbCS B
COOTBETCTBMM C BHYTpPEHHUMM perjiaMeHToM Mo 3aiuTte uHbopmaumu. O dakrax
HEIIpaBOMEPHOTO pacHpoCcTpaHeHUs MHPOpPMaIMK OrpaHMYEHHOTO AOCTyra U (MJIn)
IOCTyNa K CpeacTBamM ee OOpabOTKM M XpaHEeHMUs] JOJIKeH ObITh He3aMeIJIMTe/IbHO
NMpoMHGOPMMPOBAH  PYKOBOOUTEJb  omepatopa  (obsagatenst  mMHboOpMaIlum),
OTBETCTBEHHOE JIUIIO.

41. Meponpustiss 1o OOeCIeyeHMIO 3alIUThbl MHGOpMAlUY IIpU MIPUMEHEeHUN
KOHEYHBIX YCTPOMCTB MH(POPMAIMOHHBIX CUCTEM AOJIKHBI MCK/IIOYaTh BO3MOSKHOCTh
HECAHKI[MOHMPOBAHHOTO [OCTyMa K WMHGOPMAIMOHHBIM CUCTEMAM M KOHEUYHBIM
YCTPOMCTBaM MJIM BO3[EMCTBUSI HA HUX depe3 MHTepdeiiChbl U MOPThI, HEIIOCPEACTBEHHO
B3aMMOJENMCTBYIOIIME ¢ ceTblo «VIHTepHeT» u (M) AOCTYIHbIe U3 ceTu «IHTepHeT».

3aluyuTa KOHEUHBIX YCTPOMCTB MH(GOPMALMOHHBIX CUCTEM IOOJIKHA BKJIIOUYATb
peanM3aluio B HUX B COOTBETCTBMM C TpeGoBaHMSIMM Mep 10 3alyuTe MHGOPMALUU OT
HECaHKIMOHMPOBAHHOTO [IOCTYyIla M IIPOBEAEeHMM Ha HUX MOHUTOpPMHTA M aHaau3a
MPOLIECCOB U COOBITUM C 1eJbl0 BBIIBJAEHMS aKTyaJIbHbIX Yrpo3, a TaKxkKe
MpenynpeXXageHnn O  IMPOU3OIIeNIIMX  COObITMSIX  6e3omacHocTu.  KoHTposb
MCIIOIb30BaHMSI KOHEUYHBIX YCTPOMCTB HOJIKEH OCYIIECTBJISITBCSI B COOTBETCTBUU C
BHYTPEHHMMM CTaHIapTaMM M perjaMeHTaMMu 1o 3aluTe MHpopmaium.

42. ITocpegcTBOM  MHPOBEIEHUSI MEPOIIPUSITUIL  TI0  OOECIeUeHMIO  3alllUThI
MHbopMaLuyM TIpM TMPUMEHEHUM MOOWIbHBIX YCTPOMCTB AOJKHA OBITh MCKIIIOYEHa
BO3MOYXHOCTh HECAHKIMOHMPOBAHHOTO AOCTyIa (BO3AEMCTBMS) K MHMOPMAaIMOHHBIM
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cUCTeMaM U cojiepsKailieicss B Hux uHdopmalmu, a Takke K B3aMMOJENCTBYIOIIMM C
HMMM MOOWIBHBIM YCTPOMCTBaM M COAEepsKalieics B HUX MHPOpMaLyy depe3 KaHaJIbl
nepefauM MOOMJIBbHBIX JTAHHBIX, MOOW/IbHbIE CEpPBUCHI, MHTEepPGENCchl U IOPTHI
MOOWJIbHBIX YCTPOMCTB.

[Ipy mpuMeHeHMM TMOJIb30BATEISIMM MOOWIBHBIX YCTPOMCTB MJISI JOCTyMa K
MHGOPMALIMOHHBIM CUCTEMaM M cofepskalleicss B HuUX uHpoOpMalum B HEIIX
BBITIOJIHEHUSI CBOMX OOsi3aHHOCTen (dyHKLMI) ornepaTop (obsamaTtesib MHGOpPMAIVN)
IOJDKEH MPUMHMMATh MepbI IO 3amyTe MH(POPMAIMOHHBIX CUCTEM M COAEpKaIleics B
HUX MHGOpMaILK, B TOM YMCJIE:

obecIieunBaTh 3alUTY KAHAJIOB Iepenauy JaHHbIX;

OCYILIECTBJISITh IOCTYTI [10JIb30BaTeien C IIpYMeHEeHEM CTpOTroun
ayTeHTUbUKALINML”.

[Tonb3oBaresieM Ho/mkeH ObITh MCK/IIOUEH HECAHKIMOHMPOBAHHbBIM AOCTYI K
MOOMJIBHOMY YCTPOMCTBY.

43. [IpMeHeHMe TI0/b30BaTEIIMM JIMYHBIX MOOMJIbHBIX YCTPOWCTB IJIs1 JOCTYIIa
K MHGOPMAIMOHHBIM CUCTEMAM M COepsKaliencs B HMX MHGOpPMaIuu C IEJbIo
BBITIOJTHEHNST CBOMX OOsi3aHHOCTeN ((PyHKIMIA) AOMYCKAeTCS B Cydyae COOTBETCTBUS
MOOMJIBHBIX YCTpOMCTB TpeboBaHmsiM ¥ Hamuusi y orepatopa (obsiamaTess
MHGOpPMAaLM) BO3MOKHOCTY KOHTPOJISI UCTIOJIb30BaHMSI MOOMJIbHBIX YCTPOMCTB.

44. KOHTpOJIb UCITOJIb30BAaHNUSI MOOMJIbHBIX YCTPOMCTB JOJIKEH OCYILECTBJISThCS
B COOTBETCTBMM C BHYTPEHHMMM CTaHIApPTaMM M perjiaMeHTaMy II0 3allliTe
uHGopMaImn.

45. TTpu mpuMeHeHUM I0JIb30BaTe/IIMM MOOWIBHBIX YCTPOMCTB IJIs1 JOCTYIa K
MHOPMAIIMOHHBIM CUCTEMAM U COAepKalleics B HUX MHGOpMaLy, He CBSI3aHHOTO C
BBITIOJTHEHMEM I10JIb30BaTe/IeM CBUX OOsi3aHHOCTeM ((DYHKIMIA), B TOM UMCJIE [IJIS
IOCTyIa K OOIeIOCTYyImHOM MHpoOpMauum, oneparopoM (objamaTteneM MHOOpPMALVIN)
IOJDKHBI IPUMHUMATBCSI MEPBI TI0 3aIluTe MHOOPMAIIMOHHBIX CUCTEM U COAep Kallleiics B
HMX MHOpMaIMm 1, Ipy HeOOXOAMMOCTH, 06eCIIeunBaThCs 3allMTa KaHAJIOB Iepeaaun
IaHHbBIX, MCIIO/Ib3YEMbIX [IJIST OCYILIECTBIEHNS JOCTYTIA.

46. IlocpecTBOM  TIPOBEIEHUSI MEPONPUSITUIL  TIO0  OOecreuyeHuto  3alliUThl
MHbopMaLMM MpPU yAAJEHHOM IOCTYyIle II0JIb30BaTesieil JOJ/DKHA ObITh MCKIIIOYEHA
BO3MOYXKHOCTh HECAHKIMOHMPOBAHHOTO AOCTYyIa (BO3AEMCTBUSA) K MHMOPMAIMOHHBIM
CUCTeMaM M CojiepsKalleics B HUX uMH@OpMalmMmu, a Takske K B3aMMOIECTBYIOIIMM C
HMMM IIPOrpaMMHO-AIapaTHbIM CpPeICTBaM I10JIb30BaTesiell uepe3 KaHaJIbl Iepemauyn
IaHHBIX, MHTEepPdEeNChl ¥ MOPThl YIAJEHHO MOIK/IIOYaeMbIX ITPOrPaMMHO-aIIapaTHbIX
CpemncTB.

> Tlyukr 3.54 HauuoHambHOro craHgapra Poccuiickoin ®epepauyu 'OCT P 58833-2020 «3ammra MHGOpMALUN.
Upentndukanmst m ayreHtubukaums. O6mme TpeOOBaHUS», YTBEPKAEHHOTO U BBEJEHHOTO B [E/CTBME MPUKA30M
Poccranmapra ot 10 ampesst 2020 r. Ne 159-ct (M., ®T'BY «UHcTtuTyT cranmaprusanun», 2020).
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IIpu ymajeHHOM OOCTyIE IIOJIb30BaTe/ el K MH(POPMAIMOHHBIM CUCTEMaM U
cogepykalencss B HUX MHOOpPMAaIMM B LEJIIX BbIIOJHEHMS CBOMX OOSI3aHHOCTEN
(byHk1Mit) onepaTopoM (obsanaresieM MHPOPMAIMK) TOJKHBI MPUHUMATBCS MEpPhI 10
3ammTe MHOOPMAIMOHHBIX CUCTEM WU COAepKalleicssi B HMX MHGOpMaLuH,
obecrieunBaThCsl 3alllMTa KaHAJIOB Ilepemadyyu AaHHBIX ¥ IPOrpaMMHO-aImapaTHbIX
CpeAcTB, C MWCIIOJIb30BAaHMEM KOTOPBIX OCYIIECTBJISIETCS yAAJIEHHbIA OOCTYII,
MCKJIIOUATbCS  HECAHKUMOHMPOBAHHBIM [OCTYN K VYAAJEHHO IIOJK/IIOYaeMOMY
IIPOTrPaMMHO-aNIapaTHOMY CPeJICTBY IT0JIb30BaTeIsl.

Y naneHHbIM OOCTYM I0JIb30BaTe/eN B LIeJSIX BBITIOJIHEHMSI CBOMX OOSI3aHHOCTEMN
(byHKLMI) OOJKEH OCYIIECTBJISATbCS C MCIOJb30BaHMEM IMPOrpaMMHO-aIMapaTHbIX
CpeICTB, BbIAeJEeHHbIX orepaTopom (obsamaTesieM MHGOpPMAIINM) U COOTBETCTBYIOIINX
TpeboBanusim. [1o corsmacoBaHMio CO CTPYKTYPHBIM NOApasesieHreM (CrenyaancTaMmm)
nmo 3ammTe uHOOpMaIMM IOIMyCKaeTcsl  IpenoCTaBjieHNe YOaJieHHOTO OOCTyIa K
MHGOPMALIMOHHBIM CUCTEMaM C MCIIOJb30BaHMEM JIMUHBIX ITPOrPaMMHO-amIapaTHbIX
CpeACcTB TOJb30BaTesisi oreparopa (obsagarenss wmHGOpManuu) TMpU  YCIOBUA
IpUMeHeHMsT IJIs1 YOaJIeHHOTO [OCTyIa CepTU(MUIMPOBAHHBIX CPENCTB obecrieueHust
6e30MacHO} [JVCTaHIVOHHON paboThl'®, CpemcTB aHTUBMPYCHOM 3alUUTHI M MHBIX
CpPeACTB 3aIUThl MHGOPMaLVM, UCKIIOYAIOMIMX YIPO3bl 6e30MacHOCTY MHGpOPMAaLNH,
CBSI3aHHbBIE C YAAJ€HHBIM JTOCTYTIOM.

YnaneHHbI JOCTYII I10Jb30BaTes el K MH(POPMALMOHHBIM CUCTEMaM B ILIEJSIX
BBIMIOJIHEHUSI CBOMX  OOsi3aHHOCTer  ((PYHKIIMI) JO/KEH  OCYIIECTBJSITbCSI  C
MCIIOJIb30BaHMEM CeTell CBSI3M, pacCHoJIOKEHHBbIX Ha Tepputopum Poccuitckon
denepaliny, TOCPEICTBOM IIPMMEHEHMSI CPEJICTB 3allMThl KaHajIa repenaun TaHHbIX, U
CTpOroM ayTeHTUGUKAIIMN TTOJIb30BaTeIe.

IIpu ymajeHHOM OOCTyIe IIOJIb30BaTe/N el K MH(POPMAIMOHHBIM CUCTEMaM U
comepskalencss B Hux mHbopMaluy, He CBSI3aHHOM C BBITIOJIHEHMEM I10JIb30BaTeISIMU
cBoux ob6s13aHHOCTEN ((PYHKLMIA), B TOM 4YMCJIe IMPU OOCTYIIE K OOIIemOCTYITHOM
mHbopmauym, orneparopom (obsagaresieM MHGOPMALMM) JO/DKHBI TPUMHUMATBCST MEPBI
1o 3ammTe MHGOPMALMOHHBIX CUCTEM UM COAepsKallleiicsl B HUX MHGOpMaUuu U, Tpu
HeOOXOAMMOCTH, 0OeCIIeUuMBaThCS 3allMTa KaHAIOB Iepefaun TaHHbIX, MCIIOIb3yeMbIX
IJIST OCYILIeCTBJIEHMS] YIAJIEHHOT'O TOCTYTIA.

KoHTpoJib yaJieHHOro JOCTYTa IM0JIb30BaTesiel K MHGOPMALMOHHBIM CHCTEMaM
IOJIKEH OCYIIECTB/SITbCS B COOTBETCTBMM C BHYTPEHHMMM CTaHAApTamMu U
perjaMeHTaMM 110 3a1uTe MHbOopMaIun.

47. TlocpencTBOM IIpOBEIEHMUSI MEPOIPUITUI TI0 O0eCIeYeHMIO  3allUThI
MHbopMauuM Ipu OECIPOBOJHOM IOCTYyIe I[0Jb30BaTeen K WHMOPMAIMOHHBIM
CUCTeMaM [IO/KHA ObITh MCKIIOUeHAa BO3MOYXHOCTb HECAHKIMOHMPOBAHHOI'O JOCTYIa
(Bo3meicTBMST) K MHGOPMAILMOHHBIM CUCTEMAM M COOepsKaIlencsl B HuX nHpopmamnmu 3a

' TIpukas ®CTIK Poccum or 16 despans 2021 r. Ne 32 (3aperucrpupoBaHn Muniocrom Poccum 15 mons 2021 r.,
perucrpanoHHbI Ne 63867).
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CYeT HECAHKIMOHMPOBAHHOI'O TOAK/IIOYEHMSI K TOYKaM OeCIIpOBOJHOTO HOCTYyIa MU
IOCTYyIIa K 6eCIpoBOAHBIM KaHajaM Mepefauy JaHHbIX, TOJMeHbI B3aMO/IeICTBYIOIINX
C HMMM TTPOTPaMMHO-aNIapaTHbIX CPeCTB MM JOCTYIIa K HUM.

[Tpu GecripoBOgHOM AOCTYIIE TOJIb30BaTesel K MHPOPMAIMOHHBIM CHUCTEMaM U
comepsKamiencss B HMX MHGPOpPMALMM B IeJIX BBIIOJHEHUSI CBOMUX OOSI3aHHOCTEN
(byukIMit) orepatopom (obsamaresieM MHGOPMAINUK) TOJKHBI PUHUMATBCS MEPBI 110
3ammTe MHOOPMAIIMOHHBIX CUCTEM WU COAepKalleicss B HMX MHGpOpPMaLNH,
obecIieunBaThCsl 3allIUTa OECIPOBOIHBIX KAHAJIOB Ilepeaul IaHHBIX M IPOrPaMMHO-
amnmapaTHbIX CPeACTB, C MCIOJIb30BaHMEM KOTOPBIX OCYIIECTBIISIETCS OeCIpOBOIHOM
noctyt. [TocpenctBoM popmipoBaHusi KOHOUTYpaLyUM M HACTPOEK, YPOBHEM CUTHAJIOB
TOYeK OeCIpOBOJHOTO AOCTYIIA, UCIOJIb3yeMbIX MJIs1 TOAK/IIOUEeHMSI MOJib30BaTesen K
MHGOPMALMOHHBIM CUCTEMaM B 1IeJIIX BBITIOJHEHUSI CBOMX obOsiz3aHHOCTeN (DyHKLMN),
IO/KHA OBITh MCK/IIOUE€HA BO3MOKHOCTD MOAK/IIOUEHMS] K HUM JIUII, He MMeIoIMX TpaB
oocCTyma K MHGOPMalMOHHBIM CHMCTeMaM. YKa3aHHble TOUKM OeCIIPOBOAHOTO AOCTYIa
OO/DKHBI ObITh ONHO3HAYHO WAEHTUGUIMPOBAHbI B MHGPOPMALMOHHBIX CHUCTEMAaX, a
TaKyke oIpenesieHbl MecTa X pa3MelleHmsl.

Toukyu 6ecrTpoOBOIHOIO IOCTYIMAa M IMOCTPOEHHbIE Ha MX OCHOBe OeCIpoBOAHBIE
CeTM CBSI3M, WUCIOJb3yeMble [IJiT OOCTyIla IIOJb30BaTresiel K MHGOPMAIMOHHBIM
CUCTeMaM M COjepsKalleyncs B HUX MH(OpMaluy B IeSIX BBIMOJHEHUS MMM CBOUX
ob6s13aHHOCTeN (DYHKIMIN), TOJKHBI ObITh M30JIMPOBAaHbI OT O€CITPOBOIHbBIX CETEN CBSI3M,
IpeqHasHAUYeHHbIX MJIS JOocTyma K cetu «MHTepHeT» u  (MaM) OOILIEIOCTYITHOM
mHbopmMaluu orepatopa (obagaresnst uHGoOpMaLyn).

48. TlocpeacTBOM IIpOBEIEHMUSI MEPOIPUATUI TI0 O0eCIIeYeHMIO  3allUThI
MHboOpMaLuK TIpM TPeNOCTaBIeHUM MPUBUIETMPOBAHHOTO [OCTYIA OOJDKHA OBITh
MCKJIIOUeHa  BO3MOXXHOCTb  TOJyYeHMs]  NPUBWJIETMPOBAHHOIO  JOCTyMa K
MHGOPMALMOHHBIM CHUCTEMaM JIMIIAMM, OJIS1 KOTOPBbIX TaKOM OOCTYI AOJKEH ObITh
MCKJIIOUEeH, a TaKXKe MCII0Jb30BaHMs IIOBBIIIEHHBIX IIpaB AOCTyIa C HapylleHUeM
BHYTPEHHMX CTaHIApPTOB M PErJIaMeHTOB 10 3aluTe MHGOPMAaLN.

IOns mosrydyeHus] TPUBWIETMPOBAHHOTO [OCTYyMa [OJ/KHBI OBITh CO3JaHbI
IIPUBUJIETVPOBAHHbBIE YUeTHBIE 3amucu. [IpuBuIernpoBaHHbie yUeTHbIE 3aTTMCH JOJIKHBI
MMeTb IpaBa AOCTYIa, MMHMMAIbHO HEOOXOIVMMbIe IJIS1 BBIMOJHEHMS IT0JIb30BATEISIMU
BO3JIOKEHHBIX Ha HUX O00s13aHHOCTEeNM ((PYHKIMIA), B COOTBETCTBUM C IPUHSTHIMM B
MH(POPMaLOHHBIX cUCTeMax MOJIeJISIMU IOCTyTIa MOJTb30BaTeJIeN.
[IpuBunerMpoBaHHble y4yeTHble 3alMCH, MMeEIOIMe TpaBa IO CO3TAHUIO [PYIUX
MIPUBUJIETMPOBAHHBIX YUETHBIX 3aMCel, JOKHbI ObITh IePCOHMPULIMPOBAHHBIMMA.

[TpuBUIErMPOBAHHBIN JOCTYII JOKEH OCYILECTBIIATHCS C IpMMeHEeHeM CTPOTron
ayTeHTUGUKaLUM, a B Ciaydyae TeXHMUUECKOM HEBO3MOKHOCTM IpPUMEHEHUs CTPOroin
ayTeHTUbMUKALUN — C  WCIO/Jb30BaHMEM  YCWIEHHOM  MHOTrodaKTOpPHOM
ayTeHTUPUKALUN.
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He nmomyckaercst oObenyiHeHMe B paMKaxX OJHOM IPUBWIETMPOBAHHON YYETHOM
3aIMCY WJIM OOHOM TPYIMIbI MPUBWIETMPOBAHHBIX YUYETHBIX 3aIliCeil POJIEM IO
CUCTEMHOMY aJMMHUCTPUMPOBAHMIO, POJIEM II0 pa3paboOTKe U TECTUPOBAHMIO
IPOrpaMMHBIX, IIPOrpaMMHO-AIIapaTHbIX  CPENCTB, poOJIell  agMUHUCTPATOPOB
6e301MacHOCTH!.

Hewncronb3yemble IpUMBUJIETMPOBAHHbIE YUYeTHbIE 3aIllCH  JOJDKHBI  OBITh
3a0/JIOKMPOBaHbl ¥ VyOaJeHbl B COOTBETCTBMM C BHYTPEHHMMM CTaHIAPTaAMU U
perjaMeHTaMM 10 3aluTe MHPOpMaINA.

BcTpoeHHbIe TPUBWIETMPOBAaHHbBIE YUETHbBIE 3aIMCH TOJIKHBI OBITh OTKJIIOUEHBI
WIM; B CJIydae HEBO3MOSKHOCTM OTKJIIOUEHMsI; ITepeMMeHOBAaHbI ITOCjIe 3aBepIIeHMs
HAaCTPOVMKM M YCTAHOBKM KOH(MUIYpaluii, 3aJaHHbIX BHYTPEHHMMM CTaHIAPTAMM IIO
3a1IuTe MHOpMAaIUA. AyTeHTUdUKALIMOHHAS mnHopMauus BCTPOEHHBIX
MIPUBUJIETMPOBAHHBIX YUYETHBIX 3alMCelM ITOJKHA OBbITh M3MEHEHa B COOTBETCTBUM C
BHYTPEHHMMM CTaHAAPTAMM M PerjiaMeHTaMM I10 3aIyTe MHPOpMaLyn.

Bce  pmeiicTBMSI 1O OOCTYNy  TOJb30BaTejeil C  MUCIIOJb30BaHMEM
NPUBUJIETMPOBAHHBIX  YYETHBIX 3alMceM  IojjeskaT  peructpamuu. KoHTpoJb
MCIIOIb30BaHMS TIPUBWIETVMPOBAHHBIX YUETHBIX 3aIliCell AOJKEH OCYIIECTBJIITHCS B
COOTBETCTBMM C BHYTPEHHMMM CTaHZAPTaMM M perjaMeHTaMM 10 3aluTe MHPOpMaI.

49. MeponpusaTiss IO  OCYILECTBJIEHMIO MOHMUTOPMHra VH(POPMAIMIOHHOM
6e30MMacHOCTM AOJIKHBI ITpeayCcMaTpuBaTh COOP JaHHBIX O COOBITUSIX 6€30ITacHOCTH, UX
06paboTKe ¥ aHaJM3e, a TakKKe BbIABJIEHME IIPM3HAKOB peajusalvy yrpo3
6e3omacHoCcT MHDOpMaLUM U (MIM) HapyllIeHM TpeOOBaHU BHYTPEHHMUX CTaHIApPTOB
M perjiaMeHTOB II0 3ammTe wuHbopManyuu. MeponpusTus II0 OCYILIECTBJIEHUIO
MOHUTOPMHTA MHOOPMALIMOHHON 06e30IMacHOCTY IOJIKHBI ITPOBOIUTHCSI B OTHOIIEHUM
BCeX MHOOPMALMOHHBIX CUCTEM, 3@ MCKIIOUYEHMEM JIOKAJbHBIX U M30JMPOBAHHbBIX
MHGOPMALMOHHBIX CUCTEM, B KOTOPBIX TOJIKEH 00eCIieunBaTbCsl KOHTPOJIb JKYPHAJIOB
perucTpauum CoObITUI 6e30MacHOCTH.

Meponpusatuss 10 MOHUTOPMHIY MHGOPMAIMOHHONW 60€e30IaCHOCTU TOJIKHBI
OCYILECTBIATLCS B cooTBeTCTBUM C paspenamu 4 u 5 TOCT P 59547-2021.

B xome mpoBeaeHnsI MOHUTOPYHTA MH(POPMALIMOHHONM 6€30I1acHOCTH AJ1sT aHaIM3a
3a()MKCUPOBAHHBIX COOBITMII 0€30MMaCHOCTM ¥ BBISIBJIEHHBIX B HUX IIPU3HAKOB
peanM3aluy aKTyaJbHbIX YTPO3 AOIYCKAETCS MCIOJIb30BaHMe JOBEPEHHBIX TEXHOJIOTUNI
JICKYCCTBEHHOT'O MHTeJIeKTa' .

CrpykTypHOEe mompasgesieHne (CHEUMaJINCTBI) [0  3aluTe MHGOPMALU
omneparopa (obsamaTens MHGOpMaINUM) C MEPUOINIHOCTBIO U B CPOKM, YCTAHOBJIEHHbIE
BHYTPEHHMM perjaMeHTOM II0 3aIuTe MHbOopMalluy, JOKHO (IOJIKHBI) pa3paboTaThb U
MIpeICTaBUTh PYKOBOIUTENIO oneparopa (objamatesnst MHGOpMAalNy), OTBETCTBEHHOMY
JIUITY OTYET O pe3ysbTaTaX MOHUTOPMHIA, KOTOPBI B TOM UMCJIE TOJIKEH COIEPsKaTh

17 o
HO,ELHYHKT «I» ITYHKTa 5 HaHI/IOHaJ'IbHOI/I cTpaTermm pa3sBUTUs UCKYCCTBEHHOI'O MHTEJIJIEKTa.
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TUIIBI COOBITMI 06€e30IacHOCTM, OOHApysKeHHbIe IO pe3yJbTaTaM MOHUTOPUHIA, WU
CBSI3aHHbIE C HMMM KOMIIbIOTEpHbIe MHIMAEHTbI (MpUY UX HIMUMM), a TaKKe
pekoMeHJaluu Mo uX aHanmsdy u (uam) ycrpaHeHuto. IlociemHuii B TeKyIlleM TORY
OTYET O pe3yJbTaTax MOHUTOPMHTA WJIM UTOTOBbIM OTUET 3a TeKYIIMiA rof (B cJiyyae ero
pa3paboTKM) TMoOcC/je TIpe[CTaBjeHMs] PpYKOBOAMUTENIO oreparopa (obsamaTess
nHbopMalum) HarpasJjseTcs ornepaTopom (obsnagarenem uHpopmaiunu) B @CTOK
Poccum B 19X MOHMTOPMHIA TEKYILEro COCTOSIHMSI TEXHMUECKOM  3alllUThI
mapopmauyn ',

50. Meponpusatusi mo paspaboTke 6e30macHOro IIPOrpaMMHOrO OOecIeueHus
IIOJIKHBI OBITH HAITpaBJIEHbI Ha MPeIOTBpallleHIe TTOSIBJIEHNS], BbISIBJIEHME U YCTPaHEHME
ySI3BMMOCTEM B paspabaTbiBaeMOM omepaTtopoM (obsamaTtesieMm  MHGOpPMAIINN)
IporpaMMHOM  obecrneueHun.  Meponpusdtusi 1o pa3paboTrke  6e30macHOro
IIPpOrPaMMHOTO OOecrieyeHusl TPOBOISITCS B Cjydae OCYIIECTBJIEHUSI OIlepaToOpoOM
(obmamareniem  uHpOpPMaIMK)  CAMOCTOSITEJIbBHOM  Pa3spabOTKM  IMPOTrPaMMHOIO
obecrieueHus1, MPUMeEHSIEMOT0 B MH(GOPMALIMOHHBIX CUCTEMAaX.

B cryuae camocTosITeIbHOM — pa3spaboTKu  omepatopom  (obJamaTesieMm
mMHbopMaLMM) TPOrpaMMHOr0 obecrieueHnsi, TpeaHa3HauUeHHOTO [JIs1 MCIIOJIb30BAaHMS B
MHGOPMALIMOHHBIX CUCTEMAax, HOJDKHBI OBbITh peaan30BaHbl Mepbl, IIPeayCMOTpPEHHbIE
pasgenamu 4 u 5 TOCT P 56939-2024.

B cioyuae mpuBiieyeHus oriepatropoM (obiamartesneM MHGOpMAanuM) OIS
pa3paboOTKM IpOrpaMMHOrO obecrieueHus] TMOAPSIAHON OpraHM3aluy IO pelleHunIo
pyKkoBoauTessi (OTBETCTBEHHOTO JiMIlA) B TeXHMUECKOe 3aJaHue Ha pa3paboTKy
MIPOrpaMMHOr0 ObOecreyeHus] MOTYT ObITb BKJ/IIOUEHBbI TpebOBaHMSI MO pas3paboTKe
6e3omacHoro nporpaMmmuoro obecrneuenns B coorsetctsum ¢ 'OCT P 56939-2024.

51. TTocpencTBOM TIpOBeJleHHS MEpPOIPUSTUI IO OGecrnevyeHuio (HUsMIecKoin
3alUMThl  MHMOPMAIMOHHBIX CUCTEM [O/KHA ObITh MCK/IIOUEHa BO3MOXXHOCTD
HECAHKIIMOHMPOBAHHOTO  (U3NUYECKOro  JOCTylla K  MPOrpaMMHO-alnapaTHbIM
cpencTBaM 06pabOTKM U XpaHeHMsT MHGOpMaLun.

®u3nuecknii JOCTYI K MPOrpaMMHO-AIMapaTHbIM CpeicTBaM MH(OpPMaIMOHHBIX
CUCTeM, TpeAHa3sHAuUeHHBbIM i1 00pabOTKM M XpaHeHus MHGPOPMalUM, IOJIKEH ObITh
IpeqoCTaB/JieH I10JIb30BAaTe/ISIM, KOTOPBIM YKa3aHHBbIM JIOCTYI HEOOXOOuM  JIJis
BBITIOJTHEHUSI BO3JIOKEHHBIX Ha Hux obsizaHHOCTen (pyHkumm). [Iporpammuo-
armnapaTHble cpefcTBa MHGOPMAIMOHHBIX CUCTEM, IpelHa3HAaueHHble [IJISI XpaHeHUS
MHboOpMaLMM, OO/DKHbI ObITh YCTAHOBJIEHbI B TIOMENIEHMSIX (30HAX IOMeIIeHUH,
mkadax, ¢ymisgpax, KoOpmycax), HeCAaHKIMOHMPOBAHHBIM GU3NMUYECKMUI [TOCTYIl B
KOTOpbIE JOJIKEH ObITh UCKJIFOUEH.

KoHTposib (dusnyeckoro [moctyma K MporpaMMHO-almapaTHbIM CpeAcTBam
06paboTKM M XpaHeHusT MHGOPMAIMM OrPaHUMYEHHOTO NOCTYIIA M (MJIM) B TOMEIEHMS
(30HBI TIOMellleHui, mKadbl, QyTISIpbl, KOpIyca), B KOTOPbIX OHM YCTAHOBJIEHDI,

8 MoanyukT 6' mynkTa 8 Ionoxxenns o ®CTIK Poccun
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IOJIKEH OCYIIECTBJIITHCS B COOTBETCTBUM C BHYTPEHHMMM perjaMeHTaMM I10 3allyuTe
uHdopMauum.

CbeMHBIE  MAIIMHHBIE  HOCUMTENM  MHGpOpMAlMM,  paspelleHHble IS
MCIIOb30BaHMs B MHGPOPMAIMOHHBIX CUCTEMAX, IOIJIEXKAT YYeTy U KOHTPOJIIO
MUCIOIb30BaHMs. B MHGOPMAIIMOHHBIX CHUCTEMAaxX AOJDKHBI MCIIOJb30BATbCSI ChEMHBIE
MalllMHHbIe HOCUTeNM WMHGOpManuyM, BbiZaBaeMble omepaTopom (obsamaTeseM
nHpopmauum). B crydyae oOHaApy>KeHMsI II0/b30BaTe/leM CbEMHOIO MAaIlMHHOTO
HocuTesid MHAOpMaLuM, IIPUHAAJIESKHOCTb KOTOPOTO WJIM BJafesblia KOTOPOIo
YCTaHOBUTb He Yy[1aJI0Ch, TAKOM ChEMHbBIM MAaIlMHHbIA HOCUTEIb MH(POPMaLMK TOKEH
ObITb TlepelaH B CTPYKTYpHOe TIofpasfesieHue (CIeluajucTam) IO  3allluTe
uHpopMauMmM IJIS aHaaM3a CojepsKaliencss Ha HeM MH@opMauumu, mporpaMm M IIpu
HEeOOXOIMMOCTHM  JajbHeuilero yHuuUTokeHus. [logkiioueHre  OOHApPYsKEHHOTO
CbEMHOI'0 MAIIMHHOIO HOocUTesa wuHpopMalyy K UHPOPMAIMOHHBIM CHCTEMaM
3aIpelaeTcs.

52. TTocpencTBoM MpOBEIEHNSI MEPOIPUITUN IO 0OeCIIeUeHNIO0 HellpepbIBHOCTI
GYHKIMOHMPOBaHMS MH(POPMAIIMOHHBIX CUCTEM IIPM BO3HMKHOBEHMM HEIITAaTHBIX
CUTyallMi1 [OJDKHA OBbITh obecrieueHa BO3MOXKHOCTb BOCCTAHOBJIEHMS BBITTOJTHEHMUS
byHKkuMI  (MIPOIIECCOB, BUOOB paboT) MHMPOPMAIMOHHBIX CUCTEM, [JIT KOTOPBIX
ornepatopoM (o6sagaresieM MHGOPMALIMM) YCTAaHOBJIEHBI TPeOOBAHMS K HEITPEPHIBHOMY
peskuMy (QYHKIMOHMpPOBaHMS (Hajee — 3HauMMble QYHKINM), B IIpeaeaax MHTEPBAJIOB
BpeMEeHM  BOCCTAHOBJIEHMS, YCTAHOBJIEHHbIX BHYTPEHHMMM CTaHAApPTaMU U
perjaMeHTaMM 10 3a1uTe MHbopMaInn.

53. luTepBasbl BpeMeHU BOCCTaHOBJIEHMUSI (OYHKIIMOHMPOBAHUS
MHGOPMALMOHHBIX CHUCTEM, UX CEIrMEHTOB, BBIMOJHSIIOMIMX 3HAUMMble QYHKINUN,
yCTaHaBJIMBAIOTCS orepaTopoM (obsiamaTesieM nHGOpPMaLM) B COOTBETCTBUM C aKTaMU,
Ha OCHOBAHMM KOTOPBIX OCYIIECTBJISIETCS CO3JaHMe, SKCIUTyaTauyst MHPOPMAIMOHHbBIX
CUCTEM, WM TpeboBaHMSIMM ObamaTesss MHGOPMALUM B 3aBUCMMOCTM OT 3HAUMMOCTMU
byHKIMII O obecreueHMsT €ro  OesTeIbHOCTM, KJIAaCCOB  3allMILEHHOCTU
MHPOPMAILIMOHHBIX  CUCTEM,  YCTaHaBJIMBAEMbIX  OIIEPATOPOM (obamarenem
mHbopMaluM) B COOTBETCTBMM C TIpWIOKeHHMeM K TpebGoBaHMSIM, U TOJIKHbI
COCTaBJISITh:

1711 MH(POpPMAaILMOHHBIX cucTeM 1 Kjacca 3aliMIileHHOCT — He 6osee 24 4acoB C
MOMEHTa OOHapyKeHMs HapylleHMs] QYHKIIMOHUMPOBAHMS;

s MHGOPMAIlMOHHBIX CHCTeM 2 KJlacca 3alluIlIeHHOCTM — He Oojee 7
KaJIeHJapHbIX JHE C MOMEHTa OOHapysKeHMsI HapyleHus] QYHKIIMOHPOBAaHMS;

1711 MTHPOPMAaIMOHHBIX CMCTEM 3 Kjlacca 3allMIIeHHOCT — He 6osiee 4 Henesb C
MOMEHTa OOHapYKeHMsI HapylIeHus] QYHKIMOHVPOBaHMS.

54. TlporpammMHble,  MPOrpaMMHO-AIIapaTHbIe  CPeNCTBa,  IO3BOJISIOLINE
00ecrneunTh BBIMOJHEHNE 3HAUMMBIX (YHKLUMM, OO/DKHBI OBIThb pPa3sBEpPHYTHI B
OTKa30yCTOMYMBOV KOH(MUIypaluy, 0O6eCcreumBalolleil BOCCTAHOBJIEHME BBIITOJTHEHMS
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3HAUMMbIX (DYHKIMI B YCTAHOBJIEHHBIM orepaTopoM (obsamareseM uHpoOpMalu) BO
BHYTPEHHMX CTaHIApPTax M perjiaMeHTax Mo 3aiuuTe uHpopMaluy MHTEpPBAI BpeMeHU
BOCCTaHOBJIEHMSI.

55. Omeparopom (o6s1amaresem nHGOpPMAaINK) JOKHO ObITh 006eCIIeueHo:

CO3[aHMe JIOCTATOYHOrO KOJMYECTBA pe3epBHbIX KOMMUIM IPOrPaMMHBIX,
IpOrpaMMHO-aNIapaTHbIX CPeACTB U UX KOHGUrypanuii, 00eCcIeunBarommx
BBITOJIHEHME 3HAUMMbBIX (DYHKIINI, HEOOXOAMMBIX IJISI BOCCTAHOBJIEHMS BBIIIOJTHEHMS
3HAYMMBbIX (YHKIIMII B YCTAHOBJIEHHBIM BO BHYTPEHHMX CTaHIApTaxX M perjaMeHTax Io
3alMTe MHGOpMAlMM WMHTEpBajl BpeMeHM BOCCTAHOBJIEHUSI, U IepUOAMNUYECKOe
TeCTMpPOBaHME TaKMUX CPeACTB Ha pabOTOCIIOCOOHOCTb;

CO3MIaHMe [JIOCTAaTOUYHOTO KOJMYECTBA pEe3epBHbIX KOmMi  uHopmaimu,
HeoOXonuMoM MJIsl oOecIieueHMs BBIMOJHEHMSI 3HAYMMbIX GYHKLIMM, a Takke UX
XpaHeHMe Ha pasHbIX THUIIAX MAaIIMHHBIX HOCHUTeNler WMHOpMauuM B MeCTax,
o6ecrneunBaIINX UCK/IIOYEHEe HeCAHKIMOHMPOBAHHbBIN AOCTYII K Pe3ePBHBIM KOIMUSIM
MHbopMaum.

IleprogMYHOCTD pe3epBHOrO KOIMPOBAHMSI, KOJMUYECTBO, TUIIbI HOCUTEJIEN,
MeCTa XpaHeHUs pe3epBHbIX KOMNMII M YPOBEHb KPUTUYHOCTU pe3epBUPYEMON
MHGOpMaLNM OIPENessIIOTCS BO BHYTPEHHMX CTaHOApTax M perjaMeHTax IO 3alllUTe
MHbopMaIun.

Omnepatop (o6namaresb MHGOpMAaIMK) MOJKEH MPOBOAUTH MEPUMOAMYECKUe, HO
He pexke OJHOTO pasa B ABa rojia, IIPOBEPKM, B TOM uucjie B (opme TPEeHUPOBOK,
BO3MOKHOCTM BOCCTAHOBJIEHMSI BBITIOJTHEHMS 3HAUMMbIX (YHKILMIMA C MCIIOJIb30BaHMEM
pe3epBHBIX KOIMUM MPOrpPaMMHBIX, ITPOTPaMMHO-aINapaTHbIX CPEACTB U MHGbOpMAaINM,
HeoOXOIMMOM IJIs1 MX BBITIOJTHEHMSI, C TIpMUBJIeUeHMEM pabOTHMKOB, 3a1€/ICTBOBAHHBIX B
MpoBeAeHnM paboT 110 BOCCTAHOBJIEHMIO (QYHKIIMOHMPOBAHMUS VH(POPMAIIMOHHBIX
CUCTEM.

B ciryuae mpoBegeHnst MeEpONIpUSITUIL IO BOCCTAHOBJIEHNIO (DYHKLMOHMPOBAHMS
MH(GOPMALMOHHBIX CHCTEM, MX CErMEHTOB, BBIIIOJIHSIOIIMX 3HA4YMMble (YHKIUU, C
MIPEBBIIIIEHNEM MHTEPBAJIOB BPEMEHM MX BOCCTAHOBJIEHMS OOJDKHA O0eCIIeurMBaThCS
BO3MOJXXHOCTh BBITIOJTHEHMSI TI0JIb30BaTE/ISIMM 3HAUMMBIX (YHKIMIA, B TOM YNCJIE B
HEaBTOMAaTHU3VPOBAHHOM PEXXMMeE, B COOTBETCTBUM C BHYTPEHHMMM perjiaMeHTaMy I10
3a1mTe MHGOpMaImn.

56. MeponpusaTusi 1O TIOBBIIEHMIO YPOBHS 3HaHMII ¥ MH(DOPMMUPOBAHHOCTU
MoJib3oBaTesiel MHGOPMAIIMOHHBIX CUCTEM IO BOIMpOcCaM 3allUTbl MHGbOpMAaIUU
IOJIKHBI BKJIIOYATh:

a) mJoBedeHNe A0 IMOJb3oBaTe el MHPOPMAIMOHHBIX MaTepPMaJIOB, B TOM 4YMCJIE B
dbopme maMgITOK, OaHHEpPOB, OYKJIETOB, II0 aKTYaJbHbIM BOIPOCAM  3aIlIUThI
nHdopmalum;

6) mpoBeneHne JEKINi, CeMMHApPOB, OOYYAIOIIMX WUIP IO BOIIPOCAM 3alllUThI
nHbopmauuu;
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B) MpPOBEJEHME MMUTALMOHHBIX PACChLIOK 3JIEKTPOHHBIX IMCEM Ha CJTy>KeOHbIe
azpeca 3JIEKTPOHHOM TIOUThI, MHBbIE CJIy’KeOHble CpelCcTBa KOMMYHMKAILMI C IIeJIbIO
OLIEHKV YCTOMYMBOCTH I10JIb30BaTe/IeN K METOAAM COIMAIbHON MHKEHEPUN;

') IpOBefeHNe TPEHMPOBOK C IIOJb30BAaTENSIMM IO IMPAKTUYECKON OTpaboTKe
MEPONpUITUII TIO  3aluTe  MHPOpMAaluUM, IPEeIyCMOTPEHHBIX  BHYTPEHHUMMU
persiaMeHTamMu TO 3ammTe uHopMalmu, M (GOPMUPOBAHMIO HABBIKOB IIO 3alllATe
nHbopMaIum.

57. Ilpumensiembie  omepaTopoM (obGyamaresieM  uHGOpPMaLMM)  CIOCOOBI
TIOBBIIIIEHNST YPOBHSI 3HAHMM I10JIb30BaTesJiel IO BOIPOCAM 3alllUTbl MHGbOpMaInH,
MepUOANYHOCTD ¥ (OpPMbI OLIEHKM YPOBHSI 3HAHMM JOJIKHBI OIPENessiTbCS BO
BHYTPEHHMX perjaMeHTax Io 3aiiute uHpopmarmm. OlieHKa YPOBHS 3HAHMUM JTOJDKHA
IIPOBOIUTHCSI HE peske OJHOTO pasa B TPM rojia MM Iocje KOMIIbIOTEPHOT'O MHIIUIEHTA,
Mpou3oIleaero y omneparopa (obmamarenst nmHdopmauym). s IoJjib3oBaTesen, y
KOTOPBIX OTCYTCTBYIOT 3HAHMSI TIO BOIIPpOCAM 3allMThl MHMOpMAlMM, MOJIKHO OBITh
OpraHM30BaHO ITOBTOPHOE ITPOXOXKIEeHMEe OOydYarollMX KypCOB IO BOIPOCaM 3alllMThl
nHbopMauu.

58. TlocpeAcTBOM TMpOBeJieHUSI MEPOMNPUSATMIA MO 3aImTe MHPOpMAIUK TIPU
B3aMMOJENCTBUMM  omeparopa  (obsamatenss  MHGoOpMaumMu) C  MOAPSIHBIMU
OpraHm3aiusIMM OOJDKHA OBbITh MCK/IIOUE€Ha BO3MOSKHOCTh HECAHKIIMOHMPOBAHHOTO
JOCTyIIa WIM BO3IENCTBUIM Ha MHAOPMAIMOHHbIE CUCTEMbBI M COMEPsKAIIyIOCS B HUX
MHboOpMallMI0 Yepe3 B3aMMOJEMCTBYIOIIME C MHGOPMAIMOHHBIMM  CUCTEMaMMU
IporpaMMHO-amnIapaTHble CpeACTBa MOAPSIAHBIX OpraHM3alui MM KaHaJIbl Mepenaun
MaHHBIX U MHTepdeNnchl, MUCIOIb3yeMble IJs IOCTyIla MOAPSIAHBIX OpraHM3alui K
MHGOPMAILMOHHBIM CUCTEMAM.

Onepatopom (oOsamatesnieMm  MHGOpMAalMy) B OTHOIIEHUM  ITOAPSITHOM
OpraHm3alMy OOJDKHBI ObITh YCTAHOBJIEHbI TpeOOBaHMUS IO OOeCHeyeHMIO 3alllUThI
MHbopMaLuK, K KOTOPOU TOTyUeH JTOCTYTI.

He momyckaercsi KomupoBaHMe IOAPSAHBIMM OpraHM3anyusIMy MHOOpMaLyM, K
KOTOpOM MM IIpefoCTaB/ieH TOCTYII, €C/AM TaKoe KOMMPOBaHME He IMPeIyCMOTPEHO B
OOKyMeHTaxX ormeparopa (obsamatenst wuH@opMalMmu), Ha OCHOBAHMM KOTOPBIX
MOAPSIAHBIM OPraHM3aLMSIM ITPEIOCTaBJIEH JOCTYII K MH(POPMALMOHHBIM CUCTEMAaM.

B uHpopmManMOHHBIX  CUCTEMax, OTHEJbHBIX IPOrPAMMHO-aNIapaTHBIX
CcpelcTBaxX IOAPSIHBIX OpraHMsaluii, B KOTOPbIX OCYIIECTBJISIOTCSI 0OpaboTka wu
XpaHeHMe IIOJly4YeHHOM B pe3yjbTaTe IPedoCTaBIeHHOIO MOOCTyIa MHbOopMaluu,
JOJIKHBI OBITH IIPUHSITHI MepbI 110 3aiuuTe MHbopmanunu. CoctaB nHpoOpMaLym, e/ ee
3aIIMThl M KJIACChl 3AIUIIEHHOCTM, B COOTBETCTBUM C KOTOPBIMMU IOAPSIHBIMMU
OpraHM3alMsIMy OOJDKHBI OBbITb IPUHSATHI MeEphl MO 3aluuTe uHGoOpMaIuyu BO
B3aMMOJIEMCTBYIOIIMX MH(POPMAIMOHHBIX CUCTEMAax, YCTAaHABJIMBAIOTCS OIepaTOpOM
(obnagaresnem nHbopMali) Ha ocHOBaHMM TpeboBaHUI BO BHYTPEHHUX CTaHAAPTaxX U
perjilaMeHTax 1o 3aiuTe MHGOPMaLNn.
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PaspaboTtka (pasButme) u (MIM) TECTUPOBAHME ITPOrPaMMHOIO obecIieueHust
TIOAPSIAHBIMMU OpraHu3aIusIMn HEeIoCpeICTBEHHO B 9KCITyaTUPyeMbIX
MHGOPMALIMOHHBIX CUCTeMax ollepatopa (obsiamaTtesnst MHGOPMAalLMK) He TOMyCKaeTcsl.
Ina mpoBemeHus pabor mo paspaborke (pasButuio) U (MJIM) TECTUPOBAHUIO
IPOrpaMMHOr0 oOecrieueHuss pabOTHMKAM MOAPSAHBIX OpPraHM3alyid TOJKEH OBbITh
MpefgoCTaBJieH AOCTYIl K BbIIeJeHHBbIM [JIsI IPOBeIeHUs TaKuxX paboT CcTeHgaMm
pa3paboTkM ¥ (MIM) TECTUPOBAHMSI, KOTOPbIE ITOJDKHBI OBITh WM30JMPOBAHBI OT
9KCITyaTupyeMbiX MHGOPMAILMOHHBIX CUCTEM orepaTopa (obsagarenst MHboOpMalun).
KoHTposib [ocTyna MOApsifHbIX OpraHuM3alui K CTeHOaMm pa3paboTku (pasBUTHUSI) U
(wn1M) TeCcTUpPOBaHUS JO/DKEH OCYIIeCTB/SITbCSI B COOTBETCTBUM C BHYTPEHHUMMU
perjiaMeHTaMu IO 3aluTe HGopMaImn.

59. TlocpencTBOM TpOBEAEHNUSI MEPOIPUSTUI [0 OpPraHuU3aluyi U MPOBEIEHUIO
3alIUThl OT KOMITbIOTEPHBIX aTaK, HallpaBJe€HHbIX HAa OTKa3 B OOCTY>KMBaHUMU, IOJKHA
OBbITh HCK/IOUEHa BO3MOSKHOCTh OJIOKMpPOBAaHMS aBTOPM3OBAHHBIM I1OJb30BATEISIM
OOCTyIa K MHGOPMAIMOHHBIM cUCTeMaM ¥ (M) coaepskallencss B HuX MHpopmaimum
BCJIEICTBYME HECAHKIMOHMPOBAHHBIX BO3IEMCTBMII Ha MHTEPdENChI, MOPThI, CEPBUCHI, K
KOTOPBIM JIOJI’KEH ObITh 0OecrieueH IMOCTOSIHHBIN JOCTYIT U3 ceTu «IHTepHeT».

Onepatopom (oGsamaresieM uMHGOpPMaUMM) OO/BKHO ObITh — 0bOecrieueHo
B3aMMOJIEVICTBYE C TOCYIHApCTBEHHOV CHUCTEMOI OOHApy>KeHMs, TPemyIpeskaeHus U
JVMKBUOAIIMM TIOCJIEACTBUI KOMITBIOTEPHBIX aTakK Ha MHGOPMAaLMOHHbIE PpPeCypChl
Poccunickon @enepauiny, a Takyke B3aMMOAEMCTBME B aBTOMATU3MPOBAHHOM peXkuMe C
[TeHTPOM MOHUTOPMHIA U YIIPABJIEHMS CEThIO CBSA3M OOIIEro MoJb30BaHMs ' .

MepornpusTusi, npeayCMOTpeHHbIe HACTOSIIIUM ITYHKTOM, IOIKHBI
OCYIIECTB/ISITbCSI C TpPUBJE€UEHMEM TPOBAMJEpOB XOCTUMHTA WJIM OpraHU3aluN,
MpeoCTaB/ISIONINX YCAYTU CBSI3M, WIM OpraHM3aluii, OKas3bIBAIOIIMX YCJIYTU IO
KOHTPOJIIO, GwibTpaliu U  OJIOKMPOBAHMIO CETEBBbIX 3alpoCcoB, 0OJIaJaAIOIINX
IpM3HAKaMy KOMIIbIOTEpHBIX aTaK, HalpaBJeHHbIX Ha OTKa3 B OOCTyKMBaHUM.
[IporpamMHoO-anmapaTHble CpeICTBa, MCIIOJb3yeMble IJisSI KOHTPOJISl, GUIbTpaluu U
6JIOKMPOBAHMS CETEBBIX 3aIIPOCOB, OOIAAAIONIMX TIPU3HAKAMM aTaK, HalpaB/JeHHbIX Ha
OTKa3 B OOCITY>KMBaHUM, AOJDKHBI OBITh PACIIOJIOKEHbI Ha TeppuTopum Poccuitckoin
®denepanyin.

OGecnieyenne OOCTYMHOCTM U3 cetu «VIHTepHeT» uHTepdencoB M CEpPBUCOB
MHPOPMALIMOHHBIX CUCTeM, TOAJIeXalMX 3alluTe OT KOMIbIOTEPHBIX  aTak,
HalmpaBJieHHbIX Ha OTKa3 B 0OCTY>KMBAaHUM, JOKHO OCYILECTBISITbCSI B COOTBETCTBUM C
BHYTPEHHMMM perjaMeHTaMyu 1O 3alure MHbOpMaLuM IO COTrJaCOBaHMUIO CO
CTPYKTYPHBIM TOfpa3jesieHreM (CrenuaaucTaMm) IO 3aliuTe MHGOpMaUuyu TMocie

¥ Mynkr 5 Tonoskenns o LleHTpe MOHMTOPMHIA 1 YIIPABJIEHMS CETHIO CBSI3M OGILIErO MOJNB30BAHNS, YTBEPSKLEHHOIO
mpukasom Pockomuanzopa ot 31 wurosms 2019 r. Ne 225 (3aperucrpupoBan Munwoctom Poccum 22 nostépst 2019 r.,
peructpaumonnbiii Ne 56583), ¢ usmeHeHusimyu, BHeCEHHbIMM MpuKkaszom PockomHuazmsopa ot 24 ampens 2024 r. Ne 73
(3apeructpupoBan Munioctom Poccun 6 utons 2024 r., peructpauyoHHbii Ne 78486).
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INPUHSTAS Mep II0 KOHTPOJIIO U (GUIbTPALMM MCXOMSIIETO M BXOISILErO CETEBOTO
TpaduKka B COOTBETCTBUM C IlepeuHeM pecypcoB ceTu «IHTepHeT», C KOTOPbIMM MOSKET
B3aMMOZENCTBOBaTh MH(OpMAalMOHHAsI CUCTEeMa, BKJIIOYAIOIIMM MCXOOSIINNA U
BXOJSIINI CeTeBbIE MOTOKM, UX XapPAKTEPUCTUKY U UCIIOIb3yeMbIe IPOTOKOJIBI.

60. ITocpencTBOM mpoBemeHMSI MEpPONPUSITUIMA II0 OOeCIIeYeHMIO  3allyUThI
MH(poOpMaLyy Mpy UCIOIb30BaHMM [IJIT QYHKIIMOHMPOBaHMS MH(POPMAaIMOHHBIX CUCTEM
MCKYCCTBEHHOI'O MHTeJIIeKTa” mo/KHa ObITh obGeclieueHa BO3MOXKHOCTb MCKI/TIOUEHMST
HECAHKUMOHMPOBAHHOIO  OOCTyma K  uHQOpMauuy  MIM  BO3OENCTBUS  Ha
MH(POPMAIMOHHbIE  CUCTEMBI,  HECAHKIMOHMPOBAHHOTO  pPaCIpPOCTpPaHEHUSI U
MoauduKauy MHGOpMaIum, a TakKe MCII0JIb30BaHMs MH(OOPMAIIMOHHBIX CUCTEM HE 10
MX HA3sHAUeHMIO 33 CYeT BO3ZENCTBMS Ha HAOOpbl JAHHBIX'', IpUMeHsIeMble MOMe/ N
MICKYCCTBEHHOT'O MHTeJUIeKTa*? 1 MX MmapameTpbl>, IPOLLeCChl U CepBUCHI IO 06paboTKe
IAHHBIX U TIOMCKY pelleHuii™,

He pomyckaercs mepemava Jimily, pa3paboTaBllieMy MOJ€b MCKYCCTBEHHOTO
MHTEJIJIEKTa,  MHGOpMAlMM  OTPaHMUYEHHOrO  [AOCTYIa,  COAepsKallencs B
MH(POPMALIMOHHBIX CUCTEMax, B TOM UMCJIe [Ji YJAy4ileHus GYHKIMOHMPOBAHMS
MOZE/IY ICKYCCTBEHHOT'O MHTEJIJIEKTA.

61. [Ipy B3aMMOIENCTBUM IIOJb30OBATEEM B IEJSX BBITOJHEHUS MMM CBOMX
ob6s13aHHOCTeN ((QYHKIMIA) C CepBMCaMM Ha OCHOBE MCKYCCTBEHHOI'O WMHTEJUIEKTa
IIOCPEICTBOM HaIlpaBJIEHMS 3alIpOca U MOJTyUeHMs] OTBETA JOJIKHbI ObITh:

a) IpM B3aMMOJENCTBUM B (opmaTe CTPOro 3aJaHHbBIX ITAGJIOHOB 3alPpOCOB U
OTBETOB:

ompenesieHbl  IIAOJIOHBI ~ 3allpOCOB  II0JIb30BATeJiell,  HaMpaBjISIEMbIX B
MCKYCCTBEHHbBIVI MHTEJIJIEKT, M oObOeclieueH KOHTPOJIb COOTBETCTBMS 3alpOCOB
YCTaHOBJIEHHBIM I1a0JIOHAM;

ompenesieHbl 11a0JIOHbI OTBETOB MCKYCCTBEHHOTO WMHTEJIJIEKTa ¥ oObecreyeH
KOHTPOJIb COOTBETCTBUMSI OTBETOB YCTAHOBJIEHHBIM oOllepaTopoM (obJagartesemM
mMHbopMaLum) abaoHaM;

6) mpu B3aMMOJECTBUM B dopMaTe CBOOOMHOM TEKCTOBOM (DOpMbBI 3alpOCOB U
OTBETOB:

ompenesieHbl [JIS1 HAIpaB/seMbIX B MCKYCCTBEHHbII MHTEJUIEKT 3alpOCOB
10JIb30BaTeJIeli TOMYyCTUMbI€ TEMATUKM U 0OecrieueH KOHTPOJIb COOTBETCTBUS 3aIIPOCOB
IOITyCTUMBIM T€MaTUKaM;

ompeznesieHbl (GOpMaThl OTBETOB MCKYCCTBEHHOT'O MHTEJIJIEKTA B COOTBETCTBUM C
OOIYyCTUMBIMM TeMaTMKaMM ¥ oObecliedeH KOHTPOJIb COOTBETCTBUSI OTBETOB

20 HO,HI'[YHKT «a» ITYHKTa 5 HaI_U/IOHa)'IbHOI‘/J[ CTpaTermm pasBmUTUs UCKYCCTBEHHOI'O MHTEJIJIEKTa.
2 HO,HI'[YHKT «O» ITYHKTa 5 HaLU/IOHaJ'IbHOI?I CTpaTermm pasBUTUs MCKYCCTBEHHOI'O MHTEJIJIEKTA.
2 HO,HHYHKT «Pp>» IIYHKTa 5 HaL[I/IOHaI[bHOfI CTpaTermm paspUTMAa UCKYCCTBEHHOI'O MHTEJIJIEKTA.
2 HO,HHYHKT «T» ITYHKTa 5 HaLU/[OHaJ'IbHOf/l CTpaTermm pasBUTUs MCKYCCTBEHHOI'O MHTEJIJIEKTa.

24 o
HO,ELHYHKT «a» ITYHKTa 5 HaI_II/IOHaJ'IbHOI/[ CTpaTermm pasBUTvs UCKYCCTBEHHOT'O MHTEJIJIEKTa.
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YCTaHOBJIEHHBIM orepaTtopoM (obsamareseM mHpopMalumu) GopMaTaM M ITOMYCTUMbIM
TeMaTMKaM;

B) pa3paboTaHbl CTATUCTUUECKME KPUTEepUM [OJIS1 BbISIBJIEHMUSI HEJOCTOBEPHBIX
OTBETOB MCKYCCTBEHHOTO WHTeJIJIeKTa [Js1 TMocjienypollero cbopa u aHaamsa
HEeJIOCTOBEPHBIX OTBETOB;

r) obecrieueHO pearMpoBaHMe Ha HEIOCTOBEpPHbIE OTBEThl MCKYCCTBEHHOTO
MHTeJIJIeKTa TMOCPeACTBOM OrpaHMYeHMs] 06IacT¥ NPUMHUMMAEMbIX pelleHuin U (UIn)
peaymsanuy QyHKIIMI MHPOPMALIMOHHON CUCTEMbI HA OCHOBE HEJJOCTOBEPHBIX OTBETOB
MCKYCCTBEHHOT'O MHTEJIJIeKTa.

IIpy wucmonb3oBaHMM B  MHPOPMALMOHHBIX CUCTEMAx MCKYCCTBEHHOI'O
MHTEJIJIEKTa WIM CEePBMCOB Ha OCHOBE MCKYCCTBEHHOI'O MHTEJUIEKTA MOJIKHO ObITh
MCKJIIOUEHO HeperjaMeHTMPOBAaHHOE BJIMSHME MCKYCCTBEHHOrO WMHTEJIJIEKTa Ha
nmapamMeTpbl MOJAEIM MUCKYCCTBEHHOTO WMHTE/JIeKTa U Ha (QYHKUMOHMPOBAHMUE
MHGOPMALIMOHHBIX CUCTEM.

HenocpenctBeHHO B cocTaB MHGOPMAalLMOHHBIX CUCTEM OOJIKHbI BKJIIOUATbCS
IlOBepeHHbIe TeXHOJIOTUM UCKYCCTBEHHOTO MHTeIeKTa> MM MX KOMIIOHEeHTBbI.

62. MepornpusiTusi Mo peanusanyu B MHOOPMAIMOHHBIX CUCTEMaxX Mep IO MUX
3aIUTe U COAepsKallleicss B HUX MHGOPMaMM JOJIKHBI BKIFOUYATD:

1) peasmmzanmio  6a30BbIX Mep  3alUUTbl  MHMOPMAIMOHHBIX CUCTEM U
comepxkaliencss B HMUX MHPOpMaIMy COOTBETCTBYIOIIMX KJIAaCCOB 3allUIIEHHOCTH,
yCTaHaBJIMBaeMbIX oriepaTopoM (obsagaresieM MHGOPMaINN);

2) aganrainuio  6as’oBbIX Mep  3allUThl  MHMOPMALMOHHBIX  CUCTEM U
copepsKaiiencs: B Hux MHbopMaiuy MpuMeHUTETbHO K apXUTEeKType MHPOPMAIIMOHHBIX
CUCTEM, MIpUMEHSIEMbIM MHGOPMAIIMOHHBIM  TE€XHOJIOTUSIM, 0COOEHHOCTSIM
(OYHKUMOHMPOBaHMST MHPOPMALIMOHHBIX CUCTEM;

3) BepuduKaIlMio aganTMPOBAHHOTO 06a30BbIX Mep 3allUTbl MHGOPMAIMOHHBIX
CUCTEM U cCojepsKalleicss B HMUX MHGOpPMAIMM B COOTBETCTBMM C aKTyaJIbHbIMU
yrpo3aMy ¥ BO3MOXKHOCTSIMM HapyILIUTeSIeN, UX OOIMOHeHMe U (UIN) YCUIeHHe.

63. B mHDOpMalMOHHBIX CHUCTEMax OOJIKHbI ObITh peasM30BaHbl CeOYIOIINe
6asoBble Mepbl 3alUThl MHMOPMALMOHHBIX CUCTEM M COHOepsKalleics B HUX
uHopMalum:

a) uaeHTUUKALMSI U ayTeHTUDUKALIMS;

6) ympaBjieHne JOCTYIIOM;

B) permcTpanusi CoobITHIZ 6€30MacHOCTH;

T') 3alMTa BUPTYaJIM3aLMy U OOJIaYHbIX BBIUMCICHWIT™;

1) 3aLIUTa TeXHOJIOT M1 KOHTeliHepHbIX Cpel, M UX OpKecTpauym™’;

e) 3alllTa CepPBMCOB 3JIEKTPOHHOU IOYTbHI;

% HO,HI'IYHKT «I» ITYHKTa 5 Ha].lMOHaf[bHof;I CTpaTermm pa3sBUTus UCKYCCTBEHHOI'O MHTEJIJIeKTa.

% MopmyHKT «u» myHKTa 4 CTparerny passuTus MHMOPMALMOHHOrO obiecTBa B Poccuiickoit Memepamym Ha 2017 —
2030 roppl, yTBepkaeHHOM YKasom I1pesumenta Poccuiickoit @emeparimu ot 9 mas 2017 1. Ne 203.
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’K) 3allTa BEO-TEXHOJIOTUIA;

3) 3alMTa MPOrPaMMHBIX MHTEP(HENCOB B3aMOIENCTBUS IIPUJIOKEHNIA;

M) 3allMTa KOHEUHBIX YCTPOMCTB;

K) 3allATa MOOMJIbHBIX YCTPOMCTB;

J1) 3alLMTa TeXHOJIOTUII MHTepHeTa Belein™;

M) 3all[MTa TOUEK OeCIPOBOIHOTO AOCTYIIA;

H) aHTUMBMPYCHAas 3allNTa;

0) oOHapysKeHMe U MMpeIoTBpallleHle BTOPKeHNI Ha CETEBOM YPOBHE;

I1) CerMeHTalMs ¥ MesKCeTeBoe SKpaHMPOBaHME;

p) 3alIMTa OT KOMITbIOTEPHBIX aTaK, HAalPaBJIEHHbIX HAa OTKa3 B OOCTYKMBaHWH;

C) 3alllMTa KaHAJIOB IlepeIauy JTaHHbIX M CETEBOTO B3aMMOIECTBUSI.

64. Peanu3aiiysi Mep 10 3aiiute MHGOPMAIMOHHBIX CUCTEM U COJIepsKallleics B
HUX uHboOpMaIMy, IOAJeKalle peaau3alyi, OO/DKHA obecrieunBaThb 3allUTy OT
HapyIINUTeIeN CO CJIeAYIOIIMMI YPOBHSIMM BO3MOSKHOCTEN:

B MH(OpPMAIMOHHBIX CUCTeMax 3 KJjacca 3allMIIeHHOCTM — OT HapyLIUTeseNn C
6a30BbIM YPOBHEM BO3MOYKHOCTEI;

B MH(POPMAIIMOHHBIX CUCTEMax 2 KJlacca 3allMIIEeHHOCTY — OT HapVYIIUTENEeN C
TTOBBIIIIEHHBIM YPOBHEM BO3MOYKHOCTEI;

B MH(OpPMAIIMOHHBIX cUcTeMax 1 Kjacca 3alMIIeHHOCTM — OT HapYLIUTeNIeNn C
BBICOKMM YPOBHEM BO3MOSKHOCTEIA.

Onepatopom (obsiamatesieM uHGOpPMAIMM) MOKET ObIThb TMPUHSATO pellleHue O
MpMMEHEHUM Mep 3alliUTbhl MHOOPMALMOHHBIX CHUCTEM M COHepXKalllercss B HUX
MHGOpMaLMM OT HapYIIMTeJeN ¢ O00jiee BICOKMM YPOBHEM BO3MOSKHOCTEIA.

65.C 1enbi0 TOATBEPKOEHMS OOCTATOUHOCTM TMPUHSTBIX Mep  3alliAThl
MHGOPMALIMOHHBIX CHMCTEM M COOepsKalleicsl B HuX MHbopMaluy 10 Havyajsa 06paboTKu
1 (W1M) xpaHeHUsT MH(OpPMAlMKM B TOCYJJaDCTBEHHBIX WH(GOPMALIMOHHBIX CHUCTeMax
NO/DKHA OBITb MpOBeJeHa MX aTTecTauus® Ha COOTBeTCTBMe TpeOGOBaHMSAM B
cootBeTcTBMM C Ilopsigkom opraHmsanuy ¥ TIpoBeleHMs paboT II0 aTTecTaluu
00BbeKTOB MH(OpMaTM3alMM Ha COOTBETCTBME TPeOOBaHMSIM O 3ammTe MHGOpMaium
OTPaHMYEHHOTO JIOCTYIIa, He COCTaBJISIIOIIEN TOCYIapCTBEHHYIO TallHY, YTBEPKIEeHHbIM
npukazom ®CTIK Poccun ot 29 anpens 2021 r. Ne 77%.

Pemienne o HeOOXOOMMOCTM aTTeCTallMy WHBIX WMHMOPMALMOHHBIX CUCTEM
rOCyJapCTBEHHbIX  OpPraHOB,  TOCYJApCTBEHHBbIX  YHUTAPHBIX  IPEINPUSTUN,

2 [Tyukt 3.10 HaumoHanpHOrO craHgapta Poccuiickont @epepanyy 'OCT P 70860-2023 «HdopMalOHHbIE TEXHOJIOTUNA.
O6saunbie BbluncieHust. OOIMe TEXHOJOTMM M METOMbI», YTBEPKIEHHOIO ¥ BBEIEHHOTO B [elCTBME IIPUKA30M
Poccranpapra ot 28 aBrycra 2023 r. Ne 700-ct (M., ®I'BY «MHcTtuTyT crangaptusanmm», 2023).

28 IMonmyHkT «B» myHKTa 4 CTpaternm passutusi nHbopMmaumnoHHoro obiectsa B Poccuitckoit @epepaumn na 2017 —
2030 roppl, yrBEpkIeHHOM YKaszom [Ipesumenrta Poccuiickoit @eneparmm ot 9 mas 2017 r. Ne 203.

% Tlopmyskr 13° nynkra 8 IMonoxenusa o ®CTIK Poccun

30 3apeructpupoan Muntocrom Poccuu 10 asrycra 2021 r., perucrpauyonsbiii Ne 64589.
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roCyIapCTBEHHBIX YUpeXXIeHUI MPUHMMAaeTCsl pyKOBOAMUTEIeM olepaTopa (obsiamaTes
nHdopMalium), OTBETCTBEHHbIM JIUIIOM.

66. MepornpusiTusi 1O KOHTPOJIIO YPOBHSI  3allMILEHHOCTM MHGbOpMalum,
copepskaiencsi B MHGOPMALMOHHBIX CUCTEMaX, MOJDKHbI O0OeCreuynBaTh BKJIIOUEHME
IIPOBeIeHNsT OIeHKM BO3MOSKHOCTEN HapylleHus 6e3omacHOCTH uHbopMarm u (Vam)
HapymeHus:  QYHKUMOHMPOBAHMSI  MH(POPMAIMOHHBIX  CHCTEM  BHEIIHUMU U
BHYTPEHHMMM HapPYILIUTEJISIMUA.

KOoHTpoJIb YpOBHS 3aIUIIEHHOCTY MH(GOPMaUMY [OJDKEH IIPOBOAUTHLCS B
COOTBETCTBMM C BHYTPEHHMMM perjaMeHTaMM IO 3aliuTe MHOOpMaUUM OTHUM WJIN
COBOKYITHOCTBIO CJIEAYIOIINX METOIOB:

a) aBTOMaTM3MpOBaHHOe ¥ (WIM)  PydYHOE  BbISIBJIEHME  YSI3BMMOCTEN
MHGOPMALIMOHHBIX CUCTEM C IIOC/JEIYIOIIEeN SKCIIEPTHOM OILIEHKOM BO3MOXKHOCTU UX
MCIIO/Ib30BaHMSI HApYyIIUTEJeM IJIs1 HapylleHus: 6e3omacHoCTM MHbopMauuy u (Man)
HapymeHus: QyHKIIMOHMPOBaHMS MHGOPMAIIMOHHBIX CUCTEM;

6) BbISIBJIEHME HECaHKIMOHMPOBAHHBIX MTOAKJTIOUEHUI YCTPOMCTB K
MHGOPMALMIOHHBIM CUCTEMAM;

B) TeCTMpOBaHMe MH(POPMAIIMOHHBIX CUCTEM ITyTEM MOIEJIMPOBAHMS pean3ain
aKTyaJIbHBIX YTPO3 C I1eJIbI0 OLIEHKM BO3MOYKHOCTEN HeCAaHKIIMOHMPOBAHHOTO TOCTYIIA K
HM (BO3HEMCTBMII HA HUX) WM TIOBBIIIEHUS] TMPUBMUIIETUMII TIPU pPeayM30BaHHbBIX
MEpPONpHUITUIX U Mepax 0 3aliyuTe MHPOPMAILMOHHBIX CUCTEM M COAEPsKaIlelics B HUX
MHbOpMaIINK;

r) IpoBeieHNe B COOTBETCTBMM C IIJIAHOM TPEHMPOBOK II0 OTpaboTKe
paboTHMKaMu orepatopa (obsamaTtesiss MHGOpMaUUM) OENCTBUI II0 OOecleueHUIO
YPOBHSI 3allIUIIIEHHOCT MHGbOpMallnK, comepskaiieincs B MHGOPMAILMOHHbIX CUCTEMAaX,
B YCJIOBUSIX peau3alyiy aKTyaJIbHbIX YTPO3.

67. KoHTpo/Ib YPOBHSI 3aIIMIIEHHOCTY MHGPOPMAIMM AOJKEH ITPOBOIUTHCS HE
peske OJHOTO pasa B TPU I'ojia WK TOCjie KOMITbIOTEPHOT'O MHIIMAEHTA, POM30IIIeAIIIero
y omnepartopa (obsamatenst mHpopmaium). MeToabl KOHTPOJISI YPOBHS 3allIUILIEHHOCTH
mHbopMauuM ¥ TEePUOOMUYHOCTh €ro IIPOBeIeHMs OIpenessIIoTCS  OIlepaTopoM
(obnagaresniem MHpoOpMaIK) BO BHYTPEeHHEM perjlaMeHTe.

[To pesynbTaTaM IpoOBeIeHMSI KOHTPOJISI YPOBHS 3allMIIEHHOCTM MHGOpMaImn
pa3pabaThIBAeTCSl OTUET, KOTOPBIN MOAIMCHIBAETCS JIUIIAMMU, ITPOBOAVBIINMM KOHTPOJIb.
Ortuer mo/isKeH ObITh MpeACTaB/ieH B TedeHMe 3 pabouMx OHeM C IaThl 3aBeplleHus
KOHTPOJII ~ YPOBHSI  3allIMILEHHOCTM MHAOpMaLuM  PYKOBOAUTENIO  OlepaTopa
(obsamaTesist MHGOpMaIINM), OTBETCTBEHHOMY JIMITY JIJISI IIPUHSITUS TP HEOOXOIMMOCTU
pellieHrs] pyKOBOAUTEIs oriepaTopa (obsamaTesiss MHGOpMaInm) O BbIIEJIEHUM PECYPCOB
C LIeJIbIO TIOBBIIIEHMSI YPOBHS 3aliuileHHOCTH MHpopmauyyu. OTyeT HaIpaBjIsSIeTCs
onepatopom (ob6aamartenem uHbopmaiinn) B ®CTIK Poccum B Teuenme 5 pabounmx
IHEM C OaThl 3aBEepIIEeHMSI KOHTPOJIS YPOBHS 3alUMIIEHHOCTM MHOOPMALUM B ILEJSX
MOHMTOPMHTIA TEKYILIErO COCTOSIHMSI TEXHUYECKON 3aIUThI MH(POPMALIMIA.
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68. MepornpusiTust ¥ Mepbl IO 3amuTe WH@OpPMaLUM, IPeayCMOTPEHHbIE
TpeboBaHMSIMM, TOJIKHBI PEaM30BbIBATHCS OIepaTopom (objamaTesieM MHbOpMAaInm) C
UCIIOJIb30BaHMeM MeTtoauueckux nokymeHToB @CTIOK Poccumn.

69. [Ipy OTCyTCTBUM BO3MOKHOCTM peain3aliui OTHEeJbHBIX MEPONPUSITUN U
(M) TpUHATUS Mep MO 3almTe MHGOpPMAlUMM B COOTBETCTBMM C TpebOBaHMSIMMU
ornepatopoM (obsiamaTesneM MHGOpPMAaIVM) OO/DKHBI ObITh pa3spabOTaHbl M BHEIPEHbI
KOMITEHCHPYIOIMEe Mepbl, ITO3BOJISIOLINE 00eCIeunThb O6JIOKMpOBaHe (HEMTpaan3alnio)
aKkTyabHbIX yrpo3. IIpu saTom onepatopom (o6samaresieM MHGOpPMAI) JOKHO OBITH
0OOCHOBAaHO  MpMMeHeHMe  KOMIIEHCUPYIOIIMX  Mep Ha  J3Tane  CO3daHus
MHOPMALIMOHHBIX CUCTEM, a TpM arTecTtaluy UHMOPMALMOHHBIX CUCTEM —
MOATBepsKIAeHa X 3(PDEKTUBHOCTD IJIST OJIOKMPOBaHMS (HEUTpaIM3alyum) aKTyaJbHbIX
yI'pos.

70. Texunueckue Mepbl IO 3ammTe MHAOOPMALMM OOJDKHBI IPMHMMATBHCS Ha
arrmapaTHOM, CUMCTEMHOM, IIPMKJIAJHOM VpPOBHSX, a TakKke B MH(OpMAaIMOHHO-
TeJIEKOMMYHUMKAILIMOHHOM WH@pacTpykType mnpu ee Haauuuu. Ha amnmapaTHoOM u
CUCTEMHOM YPOBHSIX 3alluTa MHOOpMaLuUM OOKHA oOecIeunBaTbCsl MOCPEICTBOM
IIpMMeHEeHMs BCTPOEHHBIX B alllapaTHOe obeclieueHMe M CUCTEMHOE ITpOrpaMMHOE
obecrieueHne CcpenctB 3ammTbhl MHQopmauuu. Ha mpuxkiIagHOM U CeTEBOM
(uHGPaCTPYKTYpHOM) YpPOBHSX 3ammTa MHGOpMaALUMM [OO/DKHA 00eCcreumMBaThCs
IIpMMEHEHMEM BCTPOEHHBIX B IIPUKJIAJHOE IIPOrpaMMHOE OOecIieueHue CpencTB
3aIMThI MHGOpMaIVK U (M) IIPUMEHEHVEM HAJIOKEHHBIX U CETEBBIX CPEICTB 3aIlUThI
nHbopMauu.

71. Ina 3ammTbl MHPOpPMALMM [OODKHBI IPUMEHSTHCS CepTUdUIMpOBaHHbIE
CcpelcTBa 3alUThl MHQOpPMAlLMM B COOTBETCTBUM C MHCTPYKUMSIMM (TIpaBMUIaMM) IO UX
9KCILTyaTallnm, YCTaHOBJIEHHBIMU pa3paboTunKamu B 9KCILTyaTallIOHHOM
IOKyMeHTanuu. IlpumeHsiemMble CpeACcTBa 3amuTbl MHpOpPMAaIMM OOKHBI  OBITH
obecrieueHbl CO CTOPOHbI MX pPa3pabOTUMKOB IOAJEPIKKOM 0Oe30MMacHOCTM Ha
tepputopun Poccuiickoit @emepaiiny, BKIIIOYAsl BBINYCK M IIPMMEHEHME OOHOBJIEHMUIA
MpOrpaMMHOrO  obecrieyeHmsl,  OOeCIIeuMBAIOIIMX  YCTPAHEHME  BBISIBJIEHHBIX
ySI3BUMOCTEI, Te(eKTOB 1 HEeJOCTATKOB.

CpenctBa 3ammTbhl MHGOpPMAIMM [TOJDKHBI IMPUMEHSITBCS C COOJIIOIeHMeM
3aIIpeTOB, YCTAaHOBJIEHHBIX ITYHKTOM 6 YKasa IlpesmmenTta Poccuiickon ®epepanyum ot
1 mast 2022 r. Ne 250 «O momo/IHUTEIbHBIX Mepax Mo obecrnedyeHnio MHGOpMaLOHHOM
6e3onacHocTy Poccuiickon Memeparimm».

72. Ilpumensiemble  cepTU@ULMPOBAHHbIE CpeACTBA  3allUThl  MHpOpMaLU
IOJIKHBI COOTBETCTBOBATD:

IJIST 3al0UThl MHGOPMAIIMOHHBIX CcUCTeM 1 Kjacca 3allMIIEHHOCTM — He HIKe
yeM 4 KJIacCy 3alLUThI ¥ YPOBHIO JOBEpUS;

¥ TTynkr 2, noanyskt 13! nysakr 8 ITonoxkenns o0 ®CTIK Poccyn.
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IJI1 3alIUThl MHGOPMAIIMOHHBIX CUCTEeM 2 Kjacca 3allMIIEHHOCTM — He HIKe
yeM 5 KJ1aCCy 3allUThI M YPOBHIO JOBEPUS;

IJIS1 3aIIMThl MHGOPMAIIMOHHBIX CUMCTEM 3 Kjacca 3alliMIleHHOCTM — 6 Kjaccy
3aIMThI ¥ YPOBHIO JOBEPHS.

73. Ha cragusax >KUM3HEHHOTIO IMKJIa TOCYJapCTBEHHBIX MWHGOOPMAIMOHHBIX
CUCTEM Mepbl IO 3aluTe WHGOPMAIMM [OOJ/DKHBI IIPUMHMMATBHCS 3aKa3uMKaMM,
olrepaTopamMy B COOTBETCTBUM C TpebGoBaHMSIMM K MOPSAKY CO3OaHUS, Pa3sBUTHUS,
BBOJA B  OKCIUTyaTalMio, OSKCIUTyaTalluyM ¥  BbIBOAA M3  SKCIUIyaTaluu
roCyJapCTBEHHBIX  MH(POPMALMOHHBIX CUCTEM U  JaJbHENMIIEero  XpaHeHUs
comepskalieiics B uX  0asaX  JgaHHBIX  MHGOpMaLUM,  YTBEPKIEHHBIMU
nocraHoBjeHnem IIpaButenbctBa Poccuitckoit @epmepauym ot 6 mronsg 2015 r.
Ne 676, Ha cTaguMsIx >KM3HEHHOIO IMKJIA MHBIX MHOOPMAIMOHHBIX CUCTEM — B
COOTBETCTBMM C pPasfmesioM 5 HaluMoHaJbHOro crtaHmapTta Poccuiickoit ®emepauyu
I'OCT P 51583-2014 «3ammra MHDOpPMAIINN. [Topsimox CO3IaHMs
aBTOMAaTM3MPOBAHHBIX CUCTEM B 3allMIIEHHOM ucrnogHeHuu. OO61Iye TpeGOBaHMS.»,
YTBEPXXIEHHOTO U BBEJEHHOTO B AeWCTBUe MpuKa3oMm PoccraHpapTta oT 28 siHBaps
2014 1. Ne 3-ct (M., ®T'YII «Crangaptudadopm», 2014).
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[IpunoskeHue K

TpeboBanmsiM 0 3amyTe MHGOPMAaLH,
comepsKalleics B TOCYIapCTBEHHBIX
MHGOPMAILMOHHBIX CUCTEMAaX, MHBIX
MHGOPMAIIMOHHBIX CYCTEMaX r'OCyIapCTBEHHbIX
OPraHoOB, I'OCYAAPCTBEHHBIX YHUTAPHbIX
TIPeIIPUSITUIA, TOCYIapPCTBEHHbIX YUPEKIEHUI,
yTBep>kaeHHbIM IpukazoM @CTOK Poccun

oT «___ »ampens 2025r. Ne

TpeboBaHUS K oIpeaeIeHNIO Kjiacca
3aIIMIIEeHHOCTH MH(OPMAIIMOHHONM CUCTEMbI

1. Onepatopom (oGsamaresiem uHpOpMaIMKM) YCTAHABJIMBAIOTCS TpM Kiacca
3aIMILEHHOCTY MHGOPMAIMOHHBIX CUCTEM, OIpeIesIsSIolie YPOBHU 3allUIIEHHOCTU
comepsKaIiencs B HUX MHGOpManmn.

CamMbIi HM3KMM KJacC — TpeTuil, caMbIii BBICOKMII — mepBbiii. Kiacc
3aIIMILEHHOCTY MH(POPMAIMOHHOM cucTeMbl (mepBbii Kjaace (masee — K1), Bropon
Kiacc (manee — K2), tpetmin knacc (mamee — K3) ompepensieTcss B 3aBUCMMOCTU OT
YPOBHSI 3HaAauMMOCTM wuHpopMaiuu (majee — VY3), obOpabaTbiBaeMOM B 3TOM
MHGOPMALMIOHHOM CUCTEMeE, ¥ MaciiTaba MHGOPMAIMOHHOM CYCTEMBI.

2. YpoBeHb 3HAUMMOCTY MHMOpPMAaLM OIpeesieTcsl B 3aBUCMMOCTU OT CTEleHU
BO3MOYXHBIX HEraTMBHBIX IOCAeNCTBUIA (yillepba) njsi obnamartens uHOOpMaluu u
(wim) orepaTtopa OT HapyIlleHus KOH(PUAeHIMaIbHOCTY (HeIpaBOMEpPHbIE [TOCTYII,
KOTMMpOBaHue, IpefocTaBjeHe Wi paciipocTpaHeHne), 1eJIOCTHOCTH (HellpaBOMepHbIe
YHUUTOKEHME WIM  MOAMMUIIMPOBAHME) WIM  JIOCTYITHOCTM  (HelpaBOMepHOe
o6sokupoBanme) mHbopmaiiuu. HeratuBHbie mocienctBusi (yiuep0) oOIpemessiioTCsl B
TOM UMCJIe HA OCHOBE IepevHsT HeTaTUBHbBIX MMOCJIeICTBMI, BKIIFOUEHHBIX B OAaHK TaHHbBIX
yrpo3 6e3onacHoctu nHopmanym @CTIK Poccun.

CreneHb BO3MOXHOTO Yillepba oripefesiseTcss obsazaresieM MHGOpMaium wmian

oriepaTopoMm (0ob6JamaTesneM MHGOpMaIK) B COOTBETCTBUM C Tabauien 1:
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Tabmuual
CreneHb BO3MOKHOTO Bo3Mo3KHBIN yiIep0 OT HApyLIeHNs 06e30MacHOCTH
yiiepoa nuadopmanyy u (M) GyHKIIMOHMPOBAHMS
MH(GOPMAIIMOHHON CUCTEMBI
Broicokas Bo3MOKHBI CYIlIeCTBEHHbIE HEraTUBHbIE ITOCJIEICTBUSI B
COILIMAJIbHOM, TTOJIUTUYECKOM, MeXXITYHapOIHOM,

9KOHOMMYECKOM, (MHAHCOBOM WM MHBIX  OOJACTSIX
nesTeabHOCTU U (Man) uHbOopMalMoOHHas cucTeMa U (UJn)
oriepaTop, obagatesab MHGOpPMaIMM He MOTYT BBITIOJIHSTD
BO3JIO’KEHHbIEe Ha HUX QYHKLIVU

Cpenusisa Bo3MOXHBI yMepeHHbIe HeraTUBHbIE TIOCJEICTBUSI B
COLIMAJIbHOM, TTOJIUTUYECKOM, MeXXIYHapOIHOM,
SKOHOMMYECKOM, (UHAHCOBOM WM MHBIX 00JIaCTsIX
nesiTesIbHOCTU M (W) MHOpMalMoOHHAasl cuctema u (MJIn)
orepaTop, objagatesab MHGOpPMaIMK He MOTYT BBITIOJIHSTD
XOT$1 6bI OJIHY U3 BO3JIOXKEHHbBIX Ha HUX (QYHKIMIA

Huskas Bo3moskHbI He3HauUMTeIbHbIe HeraTUBHbBIE TTOC/IEACTBUS B
COLIMAIbHOM, MTOJIUTUYECKOM, MeXXIyHapOIHOM,
9KOHOMMYECKOM, (UHAHCOBOM WM MHBIX 00JIaCTSIX
nesitesIbHOCTU M (W) MHOpMalMoHHasl cuctema U (MJIn)
orepaTop, ob6iamaresb MHGOPMALMM MOTYT BBITIOJHSTD
BO3JIOKEHHbIe Ha HUX QYHKIMM C HEJOCTAaTOYHOM
30 GEKTUBHOCTBIO WM BBIMIOJIHEHME (DYHKIINMI BO3MOXKHO
TOJIBKO C IPUBJIeUeHMEM TOMOJTHUTEIbHBIX CUJI U CPEACTB

3. Bbicokuit ypoBeHb 3HaUMMOCTU (majsiee — Y3 1) mo/KeH yCTaHaBIMBATbCS,
eciM  XOTS Obl  JII OOHOTO M3  CBOMCTB  06e30MmacHOCTM  MHOOpMauum
(KoH(DUIEeHUIMATBbHOCTHM, 11€JIOCTHOCTU, OCTYITHOCTM) OIlpefejieHa BbICOKasl CTeleHb
yiep6Oa.

Cpenuui1 ypoBeHb 3HAUMMOCTH (Hasiee — Y3 2) mO/KeH yCTaHaBIMBATHCSI, €CJIN
XOTS1 ObI JIJIT OJTHOTO M3 CBOMCTB Ge3omacHOCTM MHMpopmaiuy (KOHGUIEeHIMATbHOCTH,
1[eJIOCTHOCTH, NOCTYITHOCTM) OIlpejieJieHa CpenHsis CTeleHb yIiepba ¥ HeT HY OZHOTO
CBOJICTBA, JIJIT KOTOPOTO OIpefiesieHa BbICOKAs CTeNeHb yIiepoa.

Hwuskuit ypoBeHb 3HauMMmocTy (masee — Y3 3) HO/DKEH YCTAHABIMBATHCS, €CIN
IJIsT BCeX CBOMCTB Oe30rmacHOCTU MHpopMalimy (KOHGUIEHIMATbHOCTH, 11€JIOCTHOCTH,
IOCTYITHOCTM) OIlpeJiesieHbl HU3KMe CTelleHM yiiepoa.

4. Ina wuHpopMalmMy, KOTOpasi OTHeceHa K WMH@opmalnuu OrpaHMUYeHHOI'O
pacipoCcTpaHeHMsI U [IJIs HOCUTeJIe KOTOPOM YCTAHOBJIEHA OrpaHMYMTe/IbHAsl ITOMeTKa
«JIJIST CJTY>KeOHOTO TMO/Ib30BaHMSI», TOJIKEH ObITh YCTaHOBJIEH Y3 1.
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5.1Ipu o6pabotke B WMHPOPMAIMOHHOM CHUCTeMe [BYX U 0Oojiee BUIOB
nHopMmaum Y3 onpepaesseTcs: OTAeJIbHO IS KaKaoro Buga nHpopMauymu. MTOroBbin
Y3, obpabarbiBaemMoi B MHGOPMAIIMOHHOM CUCTEME, YCTaHABIMBAETCS IO HAMBBICIIIMM
3HAUEHMSIM CTeleH) BO3MOSKHOTO yilepba, onpene/leHHbIM [IJIsI KOHGUIEHIMATIbHOCTH,
11eJIOCTHOCTH, JOCTYITHOCTM MH(POPMaILMM KasKA0To Bua MHGOpMAaIMA.

6. Inss vHPOPMAIMOHHOM CUCTEMBI OOJDKEH OBITh ompenesieH ¢emepalbHbIi
MaciuTab, ecM OHa IIpeJHasHaueHa [OJjIs1 pellleHus 3aJad Ha BCe TeppUTOPUM
Poccuiickon @emepauyy MM B Ipenenax ABYX U 0Oojiee cyobeKToB Poccuiickon
®denepanyn.

IOns MHGOPMALMOHHON CHUCTEMbI [OJDKEH OBITh OIpelesieH pPermMoHaIbHbIN
MacITab, ecjm OHa IpegHa3sHaueHa IS pellleHyus 3a1au B IpejesiaX OgHOrO CyObeKkTa
Poccuitckon @epepanumn.

IOns  wHOOPMALMOHHON CUCTEMbI [OJDKEH OBITh oOIpeneaeH OOBbEKTOBOM
MaciuTab, ecjaM OHa IIpegHasHAYeHa [JIS pelleHusl 3a7au B Ipedejax OObeKTa
(0OBEKTOB) OTHOrO T'OCYOApPCTBEHHOrO OpraHa, MYHUIIMIIAJILHOTO OOpa3oBaHus,
OpraHu3aIumn.

7. Knacc 3ammiineHHOCTM  MHGOPMALMOHHOM  CUCTEMbI  ONpedessieTcsli B
COOTBETCTBUM C Tabsuien 2:

Tabmuma 2
V3 Macuitaé naGopManMOHHOM CUCTEMBI
®depepabHbIN PernoHanibHbIN O0BEeKTOBBIN
V31 K1 K1 K1
Y32 K1 K2 K2
V33 K2 K3 K3

8. Knaccel 3arnimiiieHHOCTM MHGOPMAIIMOHHBIX CUCTEM, QYHKIMOHMPYIOMNX Ha
6ase MHGOPMALMOHHO-TEJIEKOMMYHUKALIMOHHOM MHMPACTPYKTYpPbI, HE IOJIKHBI ObITh
BBIIlle KJjacca 3alUIIeHHOCTM 3TOM  MHOOPMAIMOHHO-TeJIEKOMMYHMKAIMOHHOM
MHOPACTPYKTYPHI.

9. lomyckaeTcst MpUCBOeHMe OTAe/IbHBIM cerMeHTaM MHGOPMAaIIOHHOM CUCTEMBbI
pa3HbIX KJacCOB 3alliMIlleHHOCTM. B 3TOM ciydyae Mepbl No 3aiumuTe MHOpMaumu
CerMeHTOB MH(OPMAaILMOHHON CUCTEMbI U COAep Kallleincsl B HUX MHOpMalMnu-I0J3KHbI
MIPMHUMATHCSI B COOTBETCTBUM C MIPUCBOEHHBIMM UM KJIaCCaMM 3allMAILIEHHOCTH!.

10. PesynbTaThl KiIaccubukanmy oQoOpMIISIOTCS aKTOM, KOTOPbIM YTBEPsKIAETCS
orepaTopom (ob6samareneM uHOpMamyu). AKT KaaccupuKauyy OOJKEH COAEepsKaTh
HayMeHOBaHMe KJIacCuUIMpyeMoit CUCTEMbI ¥ CETMEHTOB MHMOPMAIMOHHOM CUCTEMBI
npyu ux Hamumu, Y3 win Y3 B cerMeHTax MHGOPMALMOHHOM CHUCTEMBI IMPU UX
HaJIM4IMM, MaciITab MHGOPMaIMOHHON CUCTEMbI U (MJT1) CErMEeHTOB MH(POPMaLMOHHOM
CUCTEMBI TIPU UX HAJUUMM, TIPUCBOEHHBIN KJIACC 3alIUIIEHHOCTM MHOOPMAIMOHHOM
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CUCTeMe UM cerMeHTaM MH(POPMAaIMOHHON CUCTeMbI MPU UX Haanmuuu. JlomyckaeTcs
obopwsieHMe  eOMHOTO  aKTa  KjiaaccupuKaimy  Ha  HECKOJIbKO  CEerMeHTOB
MHGOPMALIMOHHOM CUCTEMBI OAHOTO orepaTopa (obsagartesiss MHGopmalun).

11. Knacc 3aIIMIIEeHHOCTH MHGOPMAIMIOHHOM CUCTEMBI (cermMeHTOB
MHGOPMALIMOHHOM CUCTEMBI) TIOIJIESKUT TIEPeCMOTpPY IIpM M3MEHEeHMM MacIiTaba
MHGOPMALIMOHHOM CUCTEeMbI (CerMeHTOB MHMOPMAIIMOHHON CUCTEMBI) WJIM 3HAUYMMOCTH
comepskaliencs B Helt MH(popmaiuy (B cerMeHTax MHPOPMAIMIOHHON CUCTEMBI).




